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CVE CVE-2014-1490
State PUBLISHED
Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-06 05:44:25 UTC
Updated 2026-04-29 01:13:23 UTC
Description Race condition in libssl in Mozilla Network Security Services (NSS) before 3.15.4, as used in Mozilla Firefox before 27.0, Fi

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-362 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All


https://cve.report/
https://cve.report/CVE-2014-1490/mitre
https://cve.report/CVE-2014-1490/nist
https://cve.report/CVE-2014-1490/cve_org
https://cve.report/api/cve/CVE-2014-1490.json
https://cve.report/CVE-2014-1490.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

2016-10 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks

MFSA 2014-12: NSS ticket handling issues

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
[security-announce] SUSE-SU-2014:0248-1: important: Security update for

Gentoo Security

Security Advisory SA56922 - SUSE update for Multiple Mozilla Packages - Secunia

Security Advisory SA56706 - Cyberfox Multiple Vulnerabilities - Secunia

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
[SECURITY] Fedora 20 Update: thunderbird-24.3.0-1.fc20

Oracle VM Server for x86 Bulletin - July 2016

[SECURITY] Fedora 19 Update: thunderbird-24.3.0-1.fc19

Oracle Critical Patch Update - October 2014

Security Advisory SA56888 - Ubuntu update for firefox - Secunia

930874 — (CVE-2014-1490) TOCTOU, potential use-after-free in libssl's session ticket processing due to lack of lock protecting the sessionTic
Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - Security Tracker
Mozilla Network Security Services CVE-2014-1490 Use After Free Memory Corruption Vulnerability

930857 — NewSessionTicket handshake message in a resumption handshake replaces cached session's ticket before handshake is finished
SecurityFocus

[security-announce] openSUSE-SU-2014:0213-1: important: Mozilla updates

Oracle Critical Patch Update - July 2014

8pecxstudios.com

Security Advisory SA56767 - Mozilla Firefox / Thunderbird / SeaMonkey Multiple Vulnerabilities - Secunia

[security-announce] openSUSE-SU-2014:0212-1: important: Mozilla Firefox

USN-2119-1: Thunderbird vulnerabilities | Ubuntu

Oracle Critical Patch Update - January 2016

USN-2102-2: Firefox regression | Ubuntu

Debian -- Security Information -- DSA-2858-1 iceweasel

[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates

Security Advisory SA56858 - Debian update for iceweasel - Secunia
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10761
http://www.mozilla.org/security/announce/2014/mfsa2014-12.html
http://www.securitytracker.com/id/1029721
http://lists.opensuse.org/opensuse-security-announce/2014-02/msg00010.html
https://security.gentoo.org/glsa/201504-01
http://secunia.com/advisories/56922
http://secunia.com/advisories/56706
http://www.securitytracker.com/id/1029717
http://lists.fedoraproject.org/pipermail/package-announce/2014-February/127966.html
http://www.oracle.com/technetwork/topics/security/ovmbulletinjul2016-3090546.html
http://lists.fedoraproject.org/pipermail/package-announce/2014-February/129218.html
http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html
http://secunia.com/advisories/56888
https://bugzilla.mozilla.org/show_bug.cgi?id=930874
http://www.securitytracker.com/id/1029720
http://www.securityfocus.com/bid/65335
https://bugzilla.mozilla.org/show_bug.cgi?id=930857
http://www.securityfocus.com/archive/1/534161/100/0/threaded
http://lists.opensuse.org/opensuse-security-announce/2014-02/msg00005.html
http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html
https://8pecxstudios.com/?page_id=44080
http://secunia.com/advisories/56767
http://lists.opensuse.org/opensuse-security-announce/2014-02/msg00004.html
http://www.ubuntu.com/usn/USN-2119-1
http://www.oracle.com/technetwork/topics/security/cpujan2016-2367955.html
http://www.ubuntu.com/usn/USN-2102-2
http://www.debian.org/security/2014/dsa-2858
http://lists.opensuse.org/opensuse-security-announce/2014-03/msg00017.html
http://secunia.com/advisories/56858
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Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities
VMSA-2014-0012 | United States

Security Advisory SA56787 - Mozilla Firefox Multiple Vulnerabilities - Secunia

IBM X-Force Exchange

osvdb.org/102876

USN-2102-1: Firefox vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail
4 | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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