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CVE CVE-2014-1492
State PUBLISHED
Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-25 13:25:38 UTC
Updated 2026-05-06 22:30:45 UTC
Description The cert_TestHostName function in lib/certdb/certdb.c in the certificate-checking implementation in Mozilla Network Securit

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Network Security Services 3.11.2 All All All


https://cve.report/
https://cve.report/CVE-2014-1492/mitre
https://cve.report/CVE-2014-1492/nist
https://cve.report/CVE-2014-1492/cve_org
https://cve.report/api/cve/CVE-2014-1492.json
https://cve.report/CVE-2014-1492.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
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Application Mozilla Network Security Services 3.4.2 All All All
Application Mozilla Network Security Services 3.5 All All All
Application Mozilla Network Security Services 3.6 All All All
Application Mozilla Network Security Services 3.6.1 All All All
Application Mozilla Network Security Services 3.7 All All All
Application Mozilla Network Security Services 3.7.1 All All All
Application Mozilla Network Security Services 3.7.2 All All All
Application Mozilla Network Security Services 3.7.3 All All All
Application Mozilla Network Security Services 3.75 All All All
Application Mozilla Network Security Services 3.7.7 All All All
Application Mozilla Network Security Services 3.8 All All All
Application Mozilla Network Security Services 3.9 All All All
Application Mozilla Network Security Services All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
2016-10 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks af854a3:
[SECURITY] Fedora 19 Update: firefox-29.0-5.fc19 af854a3:
About Secunia Research | Flexera af854a3:
Gentoo Security af854a3:

Bug 1079851 — CVE-2014-1492 nss: IDNA hostname matching code does not follow RFC 6125 recommendation (MIFSA 2014-45) af854a3:

MFSA 2014-45: Incorrect IDNA domain name matching for wildcard certificates af854a3:
Oracle VM Server for x86 Bulletin - July 2016 af854a3:
Debian -- Security Information -- DSA-2994-1 nss af854a3:
Oracle Critical Patch Update - October 2014 af854a3:
USN-2159-1: NSS vulnerability | Ubuntu af854a3:
openSUSE-SU-2014:0629-1: moderate: update for seamonkey af854a3:
Mozilla Network Security Services CVE-2014-1492 Security Bypass Vulnerability af854a3:
nss: changeset 11063:709d4e597979 af854a3:
About Secunia Research | Flexera af854a3:
SecurityFocus af854a3:

Oracle Critical Patch Update - July 2014 af854a3:
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10761
http://lists.fedoraproject.org/pipermail/package-announce/2014-May/132437.html
http://secunia.com/advisories/60794
https://security.gentoo.org/glsa/201504-01
https://bugzilla.redhat.com/show_bug.cgi?id=1079851
http://www.mozilla.org/security/announce/2014/mfsa2014-45.html
http://www.oracle.com/technetwork/topics/security/ovmbulletinjul2016-3090546.html
http://www.debian.org/security/2014/dsa-2994
http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html
http://www.ubuntu.com/usn/USN-2159-1
http://lists.opensuse.org/opensuse-updates/2014-05/msg00033.html
http://www.securityfocus.com/bid/66356
https://hg.mozilla.org/projects/nss/rev/709d4e597979
http://secunia.com/advisories/59866
http://www.securityfocus.com/archive/1/534161/100/0/threaded
http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html

USN-2185-1: Firefox vulnerabilities | Ubuntu

NSS 3.16 release notes - Mozilla | MDN

Oracle Critical Patch Update - January 2016

Security Advisory SA60621 - SUSE update for MozillaFirefox and MozillaThunderbird - Secunia
[security-announce] SUSE-SU-2014:0665-1: important: Security update for
openSUSE-SU-2014:0599-1: moderate: update for MozillaFirefox

[security-announce] SUSE-SU-2014:0727-1: important: Security update for

Oracle Critical Patch Update - January 2015

903885 — (CVE-2014-1492) Hostname matching code violates RFC 6125 for IDNA

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities
VMSA-2014-0012 | United States

CVE Program record

NVD vulnerability detail

1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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