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MITRE NVD CVE.ORG

CVE CVE-2014-1493
State PUBLISHED
Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 9.8 CRITICAL
2.0 nvd@nist.gov Primary 10

JSON API Print: PDF 1)

Published 2014-03-19 10:55:06 UTC
Updated 2026-05-06 22:30:45 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 28.0, Firefox ESR 24.x before 24.4, Thun

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2014-1493/mitre
https://cve.report/CVE-2014-1493/nist
https://cve.report/CVE-2014-1493/cve_org
https://cve.report/api/cve/CVE-2014-1493.json
https://cve.report/CVE-2014-1493.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:C/1:C/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da26¢
Gentoo Security af854a3a-2127-422b-91ae-364da26¢
[security-announce] SUSE-SU-2014:0418-1: important: Security update for af854a3a-2127-422b-91ae-364da26¢
[security-announce] openSUSE-SU-2014:0584-1: important: MozillaThunderbi af854a3a-2127-422b-91ae-364da26t¢
960145 — range analysis for phi nodes ignores OSR values af854a3a-2127-422b-91ae-364da26¢
Debian -- Security Information -- DSA-2911-1 icedove af854a3a-2127-422b-91ae-364da26t
977538 — MSVC with PGO still miscompiles/nops CanonicalizeNaN af854a3a-2127-422b-91ae-364da26¢
Debian -- Security Information -- DSA-2881-1 iceweasel af854a3a-2127-422b-91ae-364da26t
Access Denied af854a3a-2127-422b-91ae-364da26¢
MFSA 2014-15: Miscellaneous memory safety hazards (rv:28.0 / rv:24.4) af854a3a-2127-422b-91ae-364da26¢



http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2014-0310.html
https://security.gentoo.org/glsa/201504-01
http://lists.opensuse.org/opensuse-security-announce/2014-03/msg00016.html
http://lists.opensuse.org/opensuse-security-announce/2014-04/msg00016.html
https://bugzilla.mozilla.org/show_bug.cgi?id=960145
http://www.debian.org/security/2014/dsa-2911
https://bugzilla.mozilla.org/show_bug.cgi?id=977538
http://www.debian.org/security/2014/dsa-2881
https://bugzilla.mozilla.org/show_bug.cgi?id=963974
http://www.mozilla.org/security/announce/2014/mfsa2014-15.html

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da26¢

Access Denied af854a3a-2127-422b-91ae-364da26¢
967341 — "ASSERTION: index exceeds allowable range" - nsStandardURL::Host af854a3a-2127-422b-91ae-364da26¢
[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates af854a3a-2127-422b-91ae-364da26¢

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2014-1493 Multiple Memory Corruption Vulnerabilities af854a3a-2127-422b-91ae-364da26¢
USN-2151-1: Thunderbird vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da26t¢
[security-announce] openSUSE-SU-2014:0448-1: important: MozillaFirefox: af854a3a-2127-422b-91ae-364da26¢

896268 — Assertion failure: NS_IsMainThread() and crash [@mozilla::image::Decoder::AllocateFrame] af854a3a-2127-422b-91ae-364da26t¢

958867 — Make sure to call HoldJSObjects when setting IDBFactory::mOwningObject af854a3a-2127-422b-91ae-364da26¢
Oracle Solaris Bulletin - April 2016 af854a3a-2127-422b-91ae-364da26¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

« | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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http://rhn.redhat.com/errata/RHSA-2014-0316.html
https://bugzilla.mozilla.org/show_bug.cgi?id=965982
https://bugzilla.mozilla.org/show_bug.cgi?id=967341
http://lists.opensuse.org/opensuse-security-announce/2014-03/msg00017.html
http://www.securityfocus.com/bid/66412
http://www.ubuntu.com/usn/USN-2151-1
http://lists.opensuse.org/opensuse-security-announce/2014-03/msg00022.html
https://bugzilla.mozilla.org/show_bug.cgi?id=896268
https://bugzilla.mozilla.org/show_bug.cgi?id=958867
http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
https://www.cve.org/CVERecord?id=CVE-2014-1493
https://nvd.nist.gov/vuln/detail/CVE-2014-1493
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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