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Summary

CVE CVE-2014-1494

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-19 10:55:00 UTC

Updated 2020-08-14 17:39:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 28.0 and SeaMonkey before 2.25 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Project Opensuse 11.4 All All All

Operating System Opensuse Project Opensuse 12.3 All All All

Operating System Opensuse Project Opensuse 11.4 All All All

Operating System Opensuse Project Opensuse 12.3 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All
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Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All

References

Reference Source

Oracle Solaris Bulletin - April 2016 CONFIRM

938615 – avoid GC hazard in ScriptSource::substring CONFIRM

949843 – Don't use "char* str = NS_ConvertUTF16toUTF8(aBdAddress).get();" CONFIRM

938626 – Make pref changes a bit safer in PresContext CONFIRM

927579 – crash [@ mlp_process] [@ tansig_approx] CONFIRM

932496 – ObexBase.cpp unsafe pointer increment CONFIRM

Gentoo Security GENTOO

627295 – UMR [@ nsSVGGlyphFrame::PaintSVG] [@ _cairo_gstate_stroke] CONFIRM

[security-announce] openSUSE-SU-2014:0584-1: important: MozillaThunderbi SUSE

[security-announce] openSUSE-SU-2014:0448-1: important: MozillaFirefox: SUSE

[security-announce] SUSE-SU-2014:0418-1: important: Security update for SUSE

909586 – Assertion failure: frame->script->code <= pc && pc < frame->script->code + frame->script->length, at vm/SPSProfiler.h CONFIRM

964462 – B2G FTU crash when accessing e.me privacy page (after opening marketplace privacy page) CONFIRM

Access Denied CONFIRM

[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates SUSE

MFSA 2014-15: Miscellaneous memory safety hazards (rv:28.0 / rv:24.4) CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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