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PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2014-03-19 10:55:00 UTC

2020-08-14 17:41:00 UTC

Mozilla Firefox before 28.0 and SeaMonkey before 2.25 allow remote attackers to spoof the domain name in the WebRTC (
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Seamonkey All All All All
Mozilla Seamonkey All All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Project Opensuse 11.4 All All All
Opensuse Project Opensuse 12.3 All All All
Opensuse Project Opensuse 11.4 All All All
Opensuse Project Opensuse 12.3 All All All
Oracle Solaris 11.3 All All All
Oracle Solaris 11.3 All All All
Suse Linux Enterprise Desktop 11 sp3 All All
Suse Linux Enterprise Desktop 11 sp3 All All
Suse Linux Enterprise Server 11 sp3 All All
Suse Linux Enterprise Server 11 sp3 All All
Suse Linux Enterprise Server 11 sp3 All All
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Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All
Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All
Reference

Oracle Solaris Bulletin - April 2016

Gentoo Security

[security-announce] openSUSE-SU-2014:0584-1: important: MozillaThunderbi

[security-announce] openSUSE-SU-2014:0448-1: important: MozillaFirefox:

[security-announce] SUSE-SU-2014:0418-1: important: Security update for

MFSA 2014-19: Spoofing attack on WebRTC permission prompt

961512 — (CVE-2014-1499) WebRTC permission prompt can show the wrong domain name, potentially making it possible for the page to spo
[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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