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/

CVE-2014-1506

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2014-1506

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2014-03-19 10:55:00 UTC

2016-11-15 18:05:00 UTC

Directory traversal vulnerability in Android Crash Reporter in Mozilla Firefox before 28.0 on Android allows attackers to trigc

| 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Google Android All All All All
Google Android All All All All
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
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Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
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20140326 Firefox for Android Profile Directory Derandomization and Data Exfiltration (CVE-2014-1484, CVE-2014-1506, CVE-2014-1515, CV
944374 — (CVE-2014-1506) Security vulnerability: CrashReporter Path Traversal

Mozilla Firefox for Android CVE-2014-1506 Directory Traversal Vulnerability

MFSA 2014-24: Android Crash Reporter open to manipulation

CVE Program record

NVD vulnerability detail
Kl | il

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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