CVE-2014-150

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2014-1507
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-19 10:55:00 UTC
Updated 2016-11-15 17:53:00 UTC
Description Directory traversal vulnerability in the DeviceStorage APl in Mozilla FirefoxOS before 1.2.2 allows attackers to bypass the n

/

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language
Operating System Mozilla Firefoxos All All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Solaris 11.3 All All All

References |
Reference Source Link Tags
Oracle Solaris Bulletin - April 2016 CONFIRM  www.oracle.com Third Par
940684 — (CVE-2014-1507) Device Storage - Additional security issue with OOP on FirefoxOS CONFIRM bugzilla.mozilla.org Issue Tra
MFSA 2014-25: Firefox OS DeviceStorageFile object vulnerable to relative path escape CONFIRM  www.mozilla.org Vendor A
CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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