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Certain versions of Fedora from Fedoraproject contain the following
vulnerability:

The login form in Bugzilla 2.x, 3.x, 4.x before 4.4.3, and 4.5.x before
4.5.3 does not properly handle a correctly authenticated but
unintended login attempt, which makes it easier for remote
authenticated users to obtain sensitive information by arranging for a
victim to login to the attacker's account and then submit a vulnerability

report, related to a "login CSRF" issue.
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CVE References

Description Tags Link

git.mozilla.org Git -
bugzilla/bugzilla.git/commit

web.archive.org

text/xml

Inactive Link Not Archived

 CONFIRM git.mozilla.org/?
p=bugzilla/bugzilla.git;a=commit;h=0e390970ba51b14a5dc780be7c6f0d6d7baa67e3

713926 – (CVE-2014-
1517) [SECURITY] Login
form lacks CSRF
protection

Patch

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=713926

4.5.3, 4.4.3, 4.2.8, and
4.0.12 :: Bugzilla ::
bugzilla.org

Vendor Advisory

www.bugzilla.org

text/html

 CONFIRM www.bugzilla.org/security/4.0.11/

[SECURITY] Fedora 19 lists.fedoraproject.org  FEDORA FEDORA-2014-5414

CVE-2014-1517 has been assigned by  security@mozilla.org to track the vulnerability
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[SECURITY] Fedora 19
Update: bugzilla-4.2.9-
1.fc19

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2014-5414

[SECURITY] Fedora 20
Update: bugzilla-4.2.9-
1.fc20

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2014-5433

Bugzilla Input Validation
Flaw Permits Cross-Site
Request Forgery Attacks -
SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1030128

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Fedoraproject Fedora 19 All All All

Operating
System

Fedoraproject Fedora 20 All All All

Operating
System

Fedoraproject Fedora 19 All All All

Operating
System

Fedoraproject Fedora 20 All All All

Application Mozilla Bugzilla 2.0 All All All

Application Mozilla Bugzilla 2.10 All All All

Application Mozilla Bugzilla 2.12 All All All

Application Mozilla Bugzilla 2.14 All All All

Application Mozilla Bugzilla 2.14.1 All All All

Application Mozilla Bugzilla 2.14.2 All All All

Application Mozilla Bugzilla 2.14.3 All All All

Application Mozilla Bugzilla 2.14.4 All All All

Application Mozilla Bugzilla 2.14.5 All All All

Application Mozilla Bugzilla 2.16 All All All

Application Mozilla Bugzilla 2.16 rc1 All All

Application Mozilla Bugzilla 2.16 rc2 All All

Application Mozilla Bugzilla 2.16.1 All All All

Application Mozilla Bugzilla 2.16.10 All All All

Application Mozilla Bugzilla 2.16.11 All All All
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Application Mozilla Bugzilla 2.16.2 All All All

Application Mozilla Bugzilla 2.16.3 All All All

Application Mozilla Bugzilla 2.16.4 All All All

Application Mozilla Bugzilla 2.16.5 All All All

Application Mozilla Bugzilla 2.16.6 All All All

Application Mozilla Bugzilla 2.16.7 All All All

Application Mozilla Bugzilla 2.16.8 All All All

Application Mozilla Bugzilla 2.16.9 All All All

Application Mozilla Bugzilla 2.17 All All All

Application Mozilla Bugzilla 2.17.1 All All All

Application Mozilla Bugzilla 2.17.2 All All All

Application Mozilla Bugzilla 2.17.3 All All All

Application Mozilla Bugzilla 2.17.4 All All All

Application Mozilla Bugzilla 2.17.5 All All All

Application Mozilla Bugzilla 2.17.6 All All All

Application Mozilla Bugzilla 2.17.7 All All All

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All

Application Mozilla Bugzilla 2.18.6 All All All

Application Mozilla Bugzilla 2.18.6+ All All All

Application Mozilla Bugzilla 2.18.6\+ All All All

Application Mozilla Bugzilla 2.18.7 All All All

Application Mozilla Bugzilla 2.18.8 All All All

Application Mozilla Bugzilla 2.18.9 All All All

Application Mozilla Bugzilla 2.19 All All All

Application Mozilla Bugzilla 2.19.1 All All All

Application Mozilla Bugzilla 2.19.2 All All All

Application Mozilla Bugzilla 2.19.3 All All All
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Application Mozilla Bugzilla 2.2 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.20.3 All All All

Application Mozilla Bugzilla 2.20.4 All All All

Application Mozilla Bugzilla 2.20.5 All All All

Application Mozilla Bugzilla 2.20.6 All All All

Application Mozilla Bugzilla 2.20.7 All All All

Application Mozilla Bugzilla 2.21 All All All

Application Mozilla Bugzilla 2.21.1 All All All

Application Mozilla Bugzilla 2.21.2 All All All

Application Mozilla Bugzilla 2.21.2 rc1 All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.22 rc1 All All

Application Mozilla Bugzilla 2.22.1 All All All

Application Mozilla Bugzilla 2.22.2 All All All

Application Mozilla Bugzilla 2.22.3 All All All

Application Mozilla Bugzilla 2.22.4 All All All

Application Mozilla Bugzilla 2.22.5 All All All

Application Mozilla Bugzilla 2.22.6 All All All

Application Mozilla Bugzilla 2.22.7 All All All

Application Mozilla Bugzilla 2.23 All All All

Application Mozilla Bugzilla 2.23.1 All All All

Application Mozilla Bugzilla 2.23.2 All All All

Application Mozilla Bugzilla 2.23.3 All All All

Application Mozilla Bugzilla 2.23.4 All All All

Application Mozilla Bugzilla 2.4 All All All

Application Mozilla Bugzilla 2.6 All All All

Application Mozilla Bugzilla 2.8 All All All

Application Mozilla Bugzilla 2.9 All All All

Application Mozilla Bugzilla 3.0 All All All

Application Mozilla Bugzilla 3.0 rc1 All All

Application Mozilla Bugzilla 3.0.0 All All All
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Application Mozilla Bugzilla 3.0.0 All All All

Application Mozilla Bugzilla 3.0.1 All All All

Application Mozilla Bugzilla 3.0.10 All All All

Application Mozilla Bugzilla 3.0.11 All All All

Application Mozilla Bugzilla 3.0.2 All All All

Application Mozilla Bugzilla 3.0.3 All All All

Application Mozilla Bugzilla 3.0.4 All All All

Application Mozilla Bugzilla 3.0.5 All All All

Application Mozilla Bugzilla 3.0.6 All All All

Application Mozilla Bugzilla 3.0.7 All All All

Application Mozilla Bugzilla 3.0.8 All All All

Application Mozilla Bugzilla 3.0.9 All All All

Application Mozilla Bugzilla 3.1.0 All All All

Application Mozilla Bugzilla 3.1.1 All All All

Application Mozilla Bugzilla 3.1.2 All All All

Application Mozilla Bugzilla 3.1.3 All All All

Application Mozilla Bugzilla 3.1.4 All All All

Application Mozilla Bugzilla 3.2 All All All

Application Mozilla Bugzilla 3.2 rc1 All All

Application Mozilla Bugzilla 3.2 rc2 All All

Application Mozilla Bugzilla 3.2.1 All All All

Application Mozilla Bugzilla 3.2.10 All All All

Application Mozilla Bugzilla 3.2.2 All All All

Application Mozilla Bugzilla 3.2.3 All All All

Application Mozilla Bugzilla 3.2.4 All All All

Application Mozilla Bugzilla 3.2.5 All All All

Application Mozilla Bugzilla 3.2.6 All All All

Application Mozilla Bugzilla 3.2.7 All All All

Application Mozilla Bugzilla 3.2.8 All All All

Application Mozilla Bugzilla 3.2.9 All All All

Application Mozilla Bugzilla 3.3 All All All

Application Mozilla Bugzilla 3.3.1 All All All

Application Mozilla Bugzilla 3.3.2 All All All

Application Mozilla Bugzilla 3.3.3 All All All

Application Mozilla Bugzilla 3.3.4 All All All

Application Mozilla Bugzilla 3.4 All All All
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Application Mozilla Bugzilla 3.4 rc1 All All

Application Mozilla Bugzilla 3.4.1 All All All

Application Mozilla Bugzilla 3.4.10 All All All

Application Mozilla Bugzilla 3.4.11 All All All

Application Mozilla Bugzilla 3.4.12 All All All

Application Mozilla Bugzilla 3.4.13 All All All

Application Mozilla Bugzilla 3.4.2 All All All

Application Mozilla Bugzilla 3.4.3 All All All

Application Mozilla Bugzilla 3.4.4 All All All

Application Mozilla Bugzilla 3.4.5 All All All

Application Mozilla Bugzilla 3.4.6 All All All

Application Mozilla Bugzilla 3.4.7 All All All

Application Mozilla Bugzilla 3.4.8 All All All

Application Mozilla Bugzilla 3.4.9 All All All

Application Mozilla Bugzilla 3.5 All All All

Application Mozilla Bugzilla 3.5.1 All All All

Application Mozilla Bugzilla 3.5.2 All All All

Application Mozilla Bugzilla 3.5.3 All All All

Application Mozilla Bugzilla 3.6 All All All

Application Mozilla Bugzilla 3.6 rc1 All All

Application Mozilla Bugzilla 3.6.0 All All All

Application Mozilla Bugzilla 3.6.1 All All All

Application Mozilla Bugzilla 3.6.10 All All All

Application Mozilla Bugzilla 3.6.11 All All All

Application Mozilla Bugzilla 3.6.12 All All All

Application Mozilla Bugzilla 3.6.13 All All All

Application Mozilla Bugzilla 3.6.2 All All All

Application Mozilla Bugzilla 3.6.3 All All All

Application Mozilla Bugzilla 3.6.4 All All All

Application Mozilla Bugzilla 3.6.5 All All All

Application Mozilla Bugzilla 3.6.6 All All All

Application Mozilla Bugzilla 3.6.7 All All All

Application Mozilla Bugzilla 3.6.8 All All All

Application Mozilla Bugzilla 3.6.9 All All All

Application Mozilla Bugzilla 3.7 All All All
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Application Mozilla Bugzilla 3.7.1 All All All

Application Mozilla Bugzilla 3.7.2 All All All

Application Mozilla Bugzilla 3.7.3 All All All

Application Mozilla Bugzilla 4.0 All All All

Application Mozilla Bugzilla 4.0 rc1 All All

Application Mozilla Bugzilla 4.0 rc2 All All

Application Mozilla Bugzilla 4.0.1 All All All

Application Mozilla Bugzilla 4.0.10 All All All

Application Mozilla Bugzilla 4.0.11 All All All

Application Mozilla Bugzilla 4.0.12 All All All

Application Mozilla Bugzilla 4.0.13 All All All

Application Mozilla Bugzilla 4.0.2 All All All

Application Mozilla Bugzilla 4.0.3 All All All

Application Mozilla Bugzilla 4.0.4 All All All

Application Mozilla Bugzilla 4.0.5 All All All

Application Mozilla Bugzilla 4.0.6 All All All

Application Mozilla Bugzilla 4.0.7 All All All

Application Mozilla Bugzilla 4.0.8 All All All

Application Mozilla Bugzilla 4.0.9 All All All

Application Mozilla Bugzilla 4.1 All All All

Application Mozilla Bugzilla 4.1.1 All All All

Application Mozilla Bugzilla 4.1.2 All All All

Application Mozilla Bugzilla 4.1.3 All All All

Application Mozilla Bugzilla 4.2 All All All

Application Mozilla Bugzilla 4.2 rc1 All All

Application Mozilla Bugzilla 4.2 rc2 All All

Application Mozilla Bugzilla 4.2.1 All All All

Application Mozilla Bugzilla 4.2.2 All All All

Application Mozilla Bugzilla 4.2.3 All All All

Application Mozilla Bugzilla 4.2.4 All All All

Application Mozilla Bugzilla 4.2.5 All All All

Application Mozilla Bugzilla 4.2.6 All All All

Application Mozilla Bugzilla 4.2.7 All All All

Application Mozilla Bugzilla 4.2.8 All All All

Application Mozilla Bugzilla 4.2.9 All All All

Application Mozilla Bugzilla 4.3 All All All
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Application Mozilla Bugzilla 4.3 All All All

Application Mozilla Bugzilla 4.3.1 All All All

Application Mozilla Bugzilla 4.3.2 All All All

Application Mozilla Bugzilla 4.3.3 All All All

Application Mozilla Bugzilla 4.4 - All All

Application Mozilla Bugzilla 4.4 rc1 All All

Application Mozilla Bugzilla 4.4 rc2 All All

Application Mozilla Bugzilla 4.4.1 All All All

Application Mozilla Bugzilla 4.4.2 All All All

Application Mozilla Bugzilla 4.5 All All All

Application Mozilla Bugzilla 4.5.1 All All All

Application Mozilla Bugzilla 4.5.2 All All All

Application Mozilla Bugzilla 2.0 All All All

Application Mozilla Bugzilla 2.10 All All All

Application Mozilla Bugzilla 2.12 All All All

Application Mozilla Bugzilla 2.14 All All All

Application Mozilla Bugzilla 2.14.1 All All All

Application Mozilla Bugzilla 2.14.2 All All All

Application Mozilla Bugzilla 2.14.3 All All All

Application Mozilla Bugzilla 2.14.4 All All All

Application Mozilla Bugzilla 2.14.5 All All All

Application Mozilla Bugzilla 2.16 All All All

Application Mozilla Bugzilla 2.16 rc1 All All

Application Mozilla Bugzilla 2.16 rc2 All All

Application Mozilla Bugzilla 2.16.1 All All All

Application Mozilla Bugzilla 2.16.10 All All All

Application Mozilla Bugzilla 2.16.11 All All All

Application Mozilla Bugzilla 2.16.2 All All All

Application Mozilla Bugzilla 2.16.3 All All All

Application Mozilla Bugzilla 2.16.4 All All All

Application Mozilla Bugzilla 2.16.5 All All All

Application Mozilla Bugzilla 2.16.6 All All All

Application Mozilla Bugzilla 2.16.7 All All All

Application Mozilla Bugzilla 2.16.8 All All All

Application Mozilla Bugzilla 2.16.9 All All All

Application Mozilla Bugzilla 2.17 All All All
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Application Mozilla Bugzilla 2.17.1 All All All

Application Mozilla Bugzilla 2.17.2 All All All

Application Mozilla Bugzilla 2.17.3 All All All

Application Mozilla Bugzilla 2.17.4 All All All

Application Mozilla Bugzilla 2.17.5 All All All

Application Mozilla Bugzilla 2.17.6 All All All

Application Mozilla Bugzilla 2.17.7 All All All

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All

Application Mozilla Bugzilla 2.18.6 All All All

Application Mozilla Bugzilla 2.18.6\+ All All All

Application Mozilla Bugzilla 2.18.7 All All All

Application Mozilla Bugzilla 2.18.8 All All All

Application Mozilla Bugzilla 2.18.9 All All All

Application Mozilla Bugzilla 2.19 All All All

Application Mozilla Bugzilla 2.19.1 All All All

Application Mozilla Bugzilla 2.19.2 All All All

Application Mozilla Bugzilla 2.19.3 All All All

Application Mozilla Bugzilla 2.2 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.20.3 All All All

Application Mozilla Bugzilla 2.20.4 All All All

Application Mozilla Bugzilla 2.20.5 All All All

Application Mozilla Bugzilla 2.20.6 All All All
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Application Mozilla Bugzilla 2.20.7 All All All

Application Mozilla Bugzilla 2.21 All All All

Application Mozilla Bugzilla 2.21.1 All All All

Application Mozilla Bugzilla 2.21.2 All All All

Application Mozilla Bugzilla 2.21.2 rc1 All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.22 rc1 All All

Application Mozilla Bugzilla 2.22.1 All All All

Application Mozilla Bugzilla 2.22.2 All All All

Application Mozilla Bugzilla 2.22.3 All All All

Application Mozilla Bugzilla 2.22.4 All All All

Application Mozilla Bugzilla 2.22.5 All All All

Application Mozilla Bugzilla 2.22.6 All All All

Application Mozilla Bugzilla 2.22.7 All All All

Application Mozilla Bugzilla 2.23 All All All

Application Mozilla Bugzilla 2.23.1 All All All

Application Mozilla Bugzilla 2.23.2 All All All

Application Mozilla Bugzilla 2.23.3 All All All

Application Mozilla Bugzilla 2.23.4 All All All

Application Mozilla Bugzilla 2.4 All All All

Application Mozilla Bugzilla 2.6 All All All

Application Mozilla Bugzilla 2.8 All All All

Application Mozilla Bugzilla 2.9 All All All

Application Mozilla Bugzilla 3.0 All All All

Application Mozilla Bugzilla 3.0 rc1 All All

Application Mozilla Bugzilla 3.0.0 All All All

Application Mozilla Bugzilla 3.0.1 All All All

Application Mozilla Bugzilla 3.0.10 All All All

Application Mozilla Bugzilla 3.0.11 All All All

Application Mozilla Bugzilla 3.0.2 All All All

Application Mozilla Bugzilla 3.0.3 All All All

Application Mozilla Bugzilla 3.0.4 All All All

Application Mozilla Bugzilla 3.0.5 All All All

Application Mozilla Bugzilla 3.0.6 All All All

Application Mozilla Bugzilla 3.0.7 All All All

Application Mozilla Bugzilla 3.0.8 All All All
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Application Mozilla Bugzilla 3.0.8 All All All

Application Mozilla Bugzilla 3.0.9 All All All

Application Mozilla Bugzilla 3.1.0 All All All

Application Mozilla Bugzilla 3.1.1 All All All

Application Mozilla Bugzilla 3.1.2 All All All

Application Mozilla Bugzilla 3.1.3 All All All

Application Mozilla Bugzilla 3.1.4 All All All

Application Mozilla Bugzilla 3.2 All All All

Application Mozilla Bugzilla 3.2 rc1 All All

Application Mozilla Bugzilla 3.2 rc2 All All

Application Mozilla Bugzilla 3.2.1 All All All

Application Mozilla Bugzilla 3.2.10 All All All

Application Mozilla Bugzilla 3.2.2 All All All

Application Mozilla Bugzilla 3.2.3 All All All

Application Mozilla Bugzilla 3.2.4 All All All

Application Mozilla Bugzilla 3.2.5 All All All

Application Mozilla Bugzilla 3.2.6 All All All

Application Mozilla Bugzilla 3.2.7 All All All

Application Mozilla Bugzilla 3.2.8 All All All

Application Mozilla Bugzilla 3.2.9 All All All

Application Mozilla Bugzilla 3.3 All All All

Application Mozilla Bugzilla 3.3.1 All All All

Application Mozilla Bugzilla 3.3.2 All All All

Application Mozilla Bugzilla 3.3.3 All All All

Application Mozilla Bugzilla 3.3.4 All All All

Application Mozilla Bugzilla 3.4 All All All

Application Mozilla Bugzilla 3.4 rc1 All All

Application Mozilla Bugzilla 3.4.1 All All All

Application Mozilla Bugzilla 3.4.10 All All All

Application Mozilla Bugzilla 3.4.11 All All All

Application Mozilla Bugzilla 3.4.12 All All All

Application Mozilla Bugzilla 3.4.13 All All All

Application Mozilla Bugzilla 3.4.2 All All All

Application Mozilla Bugzilla 3.4.3 All All All

Application Mozilla Bugzilla 3.4.4 All All All

Application Mozilla Bugzilla 3.4.5 All All All
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Application Mozilla Bugzilla 3.4.6 All All All

Application Mozilla Bugzilla 3.4.7 All All All

Application Mozilla Bugzilla 3.4.8 All All All

Application Mozilla Bugzilla 3.4.9 All All All

Application Mozilla Bugzilla 3.5 All All All

Application Mozilla Bugzilla 3.5.1 All All All

Application Mozilla Bugzilla 3.5.2 All All All

Application Mozilla Bugzilla 3.5.3 All All All

Application Mozilla Bugzilla 3.6 All All All

Application Mozilla Bugzilla 3.6 rc1 All All

Application Mozilla Bugzilla 3.6.0 All All All

Application Mozilla Bugzilla 3.6.1 All All All

Application Mozilla Bugzilla 3.6.10 All All All

Application Mozilla Bugzilla 3.6.11 All All All

Application Mozilla Bugzilla 3.6.12 All All All

Application Mozilla Bugzilla 3.6.13 All All All

Application Mozilla Bugzilla 3.6.2 All All All

Application Mozilla Bugzilla 3.6.3 All All All

Application Mozilla Bugzilla 3.6.4 All All All

Application Mozilla Bugzilla 3.6.5 All All All

Application Mozilla Bugzilla 3.6.6 All All All

Application Mozilla Bugzilla 3.6.7 All All All

Application Mozilla Bugzilla 3.6.8 All All All

Application Mozilla Bugzilla 3.6.9 All All All

Application Mozilla Bugzilla 3.7 All All All

Application Mozilla Bugzilla 3.7.1 All All All

Application Mozilla Bugzilla 3.7.2 All All All

Application Mozilla Bugzilla 3.7.3 All All All

Application Mozilla Bugzilla 4.0 All All All

Application Mozilla Bugzilla 4.0 rc1 All All

Application Mozilla Bugzilla 4.0 rc2 All All

Application Mozilla Bugzilla 4.0.1 All All All

Application Mozilla Bugzilla 4.0.10 All All All

Application Mozilla Bugzilla 4.0.11 All All All

Application Mozilla Bugzilla 4.0.12 All All All
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Application Mozilla Bugzilla 4.0.13 All All All

Application Mozilla Bugzilla 4.0.2 All All All

Application Mozilla Bugzilla 4.0.3 All All All

Application Mozilla Bugzilla 4.0.4 All All All

Application Mozilla Bugzilla 4.0.5 All All All

Application Mozilla Bugzilla 4.0.6 All All All

Application Mozilla Bugzilla 4.0.7 All All All

Application Mozilla Bugzilla 4.0.8 All All All

Application Mozilla Bugzilla 4.0.9 All All All

Application Mozilla Bugzilla 4.1 All All All

Application Mozilla Bugzilla 4.1.1 All All All

Application Mozilla Bugzilla 4.1.2 All All All

Application Mozilla Bugzilla 4.1.3 All All All

Application Mozilla Bugzilla 4.2 All All All

Application Mozilla Bugzilla 4.2 rc1 All All

Application Mozilla Bugzilla 4.2 rc2 All All

Application Mozilla Bugzilla 4.2.1 All All All

Application Mozilla Bugzilla 4.2.2 All All All

Application Mozilla Bugzilla 4.2.3 All All All

Application Mozilla Bugzilla 4.2.4 All All All
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cpe:2.3:a:mozilla:bugzilla:3.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.3:*:*:*:*:*:*:*:
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cpe:2.3:a:mozilla:bugzilla:4.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.1.1:*:*:*:*:*:*:*:
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cpe:2.3:a:mozilla:bugzilla:2.17.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.17.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.17.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.17.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18:rc3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.6\+:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.18.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.19:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.19.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.19.2:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:bugzilla:2.19.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.20.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.21:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.21.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.21.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.21.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.22.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.23:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.23.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.23.2:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:bugzilla:2.23.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.23.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:2.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.1:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:bugzilla:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.4.8:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:bugzilla:3.4.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:3.7.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.1:*:*:*:*:*:*:*:



cpe:2.3:a:mozilla:bugzilla:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.2.9:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:mozilla:bugzilla:4.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.4:-:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.4:rc1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.4:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:bugzilla:4.5.2:*:*:*:*:*:*:*:
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