CVE-2014-1520

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-1520
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-30 10:49:00 UTC
Updated 2021-03-17 17:35:00 UTC
Description maintenservice_installer.exe in the Maintenance Service Installer in Mozilla Firefox before 29.0 and Firefox ESR 24.x befor:

/ |

1|

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 19 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 19 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox 0.1 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.2 All All All
Application Mozilla Firefox 0.3 All All All
Application Mozilla Firefox 0.4 All All All
Application Mozilla Firefox 0.5 All All All
Application Mozilla Firefox 0.6 All All All
Application Mozilla Firefox 0.6.1 All All All
Application Mozilla Firefox 0.7 All All All
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Application Mozilla Firefox Esr 241.0 All All All
Application Mozilla Firefox Esr 2411 All All All
Application Mozilla Firefox Esr 24.2 All All All
Application Mozilla Firefox Esr 24.3 All All All
Application Mozilla Firefox Esr 24.4 All All All
Operating System Oracle Solaris 11.3 All All All
Reference

Oracle Solaris Bulletin - April 2016

Full Disclosure: Unholy CRAP: Moziila's executable installers

Gentoo Security

Mozilla Arbitrary Code Execution / Privilege Escalation = Packet Storm
[SECURITY] Fedora 19 Update: firefox-29.0-5.fc19

About Secunia Research | Flexera

Access Denied

MFSA 2014-35: Privilege escalation through Mozilla Maintenance Service Installer
Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Deny Service, and Conduct Cross-Site Scripting Attacks and Local (
[SECURITY] Fedora 20 Update: thunderbird-24.5.0-1.fc20

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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