
CVE-2014-1528
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2014-1528

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-30 10:49:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description The sse2_composite_src_x888_8888 function in Pixman, as used in Cairo in Mozilla Firefox 28.0 and SeaMonkey 2.25 on Windows, allows remote attackers to execute arbitrary code or cause a denial of service (out-of-bounds write and application crash) by painting on a CANVAS element.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Mozilla Firefox 28.0 All All All

Application Mozilla Firefox 28.0 All All All

Application Mozilla Seamonkey 2.25 - All All

Application Mozilla Seamonkey 2.25 - All All

Operating System Opensuse Opensuse 13.1 All All All
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Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Project Opensuse 12.3 All All All

Operating System Opensuse Project Opensuse 12.3 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

References

Reference

Oracle Solaris Bulletin - April 2016

USN-2185-1: Firefox vulnerabilities | Ubuntu

Mozilla Seamonkey Multiple Flaws Let Remote Users Execute Arbitrary Code, Deny Service, and Conduct Cross-Site Scripting Attacks - SecurityTracker

Access Denied

[SECURITY] Fedora 19 Update: firefox-29.0-5.fc19

About Secunia Research | Flexera

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Deny Service, and Conduct Cross-Site Scripting Attacks and Local Users Gain Elevated Privileges - SecurityTracker

openSUSE-SU-2014:0599-1: moderate: update for MozillaFirefox

openSUSE-SU-2014:0629-1: moderate: update for seamonkey

MFSA 2014-41: Out-of-bounds write in Cairo

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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