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CVE CVE-2014-1534
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-06-11 10:57:00 UTC
Updated 2017-12-28 02:29:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 30.0 allow remote attackers to cause a de

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Mozilla Firefox All All

Edition Language

All All

References

Reference

Oracle Solaris Bulletin - April 2016

Security Advisory SA59425 - SUSE update for MozillaFirefox - Secunia

Access Denied

openSUSE-SU-2014:0858-1: moderate: MozillaThunderbird: Update fixes six
openSUSE-SU-2014:0819-1: moderate: MozillaFirefox, mozilla-nspr: Update

Mozilla Thunderbird Multiple Flaws Let Remote Users Execute Arbitrary Code - SecurityTracker
MFSA 2014-48: Miscellaneous memory safety hazards (rv:30.0 / rv:24.6)

About Secunia Research | Flexera

About Secunia Research | Flexera

About Secunia Research | Flexera

Gentoo Security

Mozilla Firefox/Thunderbird CVE-2014-1534 Multiple Memory Corruption Vulnerabilities

Source

CONFIRM

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Clickjacking Attacks - SecurityTracker SECTRACK

SECUNIA

CONFIRM

SUSE

SUSE

SECTRACK

CONFIRM

SECUNIA

SECUNIA

SECUNIA

GENTOO

BID


https://cve.report/
https://cve.report/CVE-2014-1534/mitre
https://cve.report/CVE-2014-1534/nist
https://cve.report/CVE-2014-1534/cve_org
https://cve.report/api/cve/CVE-2014-1534.json
https://cve.report/CVE-2014-1534.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
http://www.securitytracker.com/id/1030388
http://secunia.com/advisories/59425
https://bugzilla.mozilla.org/show_bug.cgi?id=996536
http://lists.opensuse.org/opensuse-updates/2014-07/msg00004.html
http://lists.opensuse.org/opensuse-updates/2014-06/msg00040.html
http://www.securitytracker.com/id/1030386
http://www.mozilla.org/security/announce/2014/mfsa2014-48.html
http://secunia.com/advisories/59229
http://secunia.com/advisories/59171
http://secunia.com/advisories/59052
https://security.gentoo.org/glsa/201504-01
http://www.securityfocus.com/bid/67964

995816 - Differential Testing: Different output message involving gc

995817 - Differential Testing: Incorrect result when division-by-zero is used in an indirectly-truncated context
Access Denied

[security-announce] SUSE-SU-2014:0824-1: important: Security update for

1005578 — nsStandardURL::SetHost called net_TolLowerCase with a bogus pointer, #2

About Secunia Research | Flexera

[security-announce] openSUSE-SU-2014:0797-1: critical: Mozilla updates 2

973874 - Crash [@ js:ijit::Simulator::instructionDecode] with poisoned pointer (Oxdeadbeef)

978652 - Navigating while new Workers are queued causes all kinds of trouble

969517 - Faulty/ASan: heap-use-after-free of a LayerComposite that was destroyed by ContainerLayer::RemoveChild
990868 — limit ChannelMergerNode output channel count

Security Advisory SA59486 - SUSE update for MozillaFirefox and mozilla-nspr - Secunia

Access Denied

USN-2243-1: Firefox vulnerabilities | Ubuntu

1007223 — AudioContext::DecodeAudioData passes ArrayBuffer data across threads without transferring it
Security Advisory SA59377 - SUSE update for MozillaThunderbird - Secunia

openSUSE-SU-2014:0855-1: moderate: seamonkey: Update fixes nine security

969549 - Faulty: PCompositableTransaction reinterprets between layer types based on untrusted message params
1002340 — Shutdown crash with many mozGetUserMedia calls

Security Advisory SA59387 - SUSE update for seamonkey - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://bugzilla.mozilla.org/show_bug.cgi?id=995816
https://bugzilla.mozilla.org/show_bug.cgi?id=995817
https://bugzilla.mozilla.org/show_bug.cgi?id=1000960
http://lists.opensuse.org/opensuse-security-announce/2014-06/msg00023.html
https://bugzilla.mozilla.org/show_bug.cgi?id=1005578
http://secunia.com/advisories/59866
http://lists.opensuse.org/opensuse-security-announce/2014-06/msg00019.html
https://bugzilla.mozilla.org/show_bug.cgi?id=973874
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http://lists.opensuse.org/opensuse-updates/2014-07/msg00001.html
https://bugzilla.mozilla.org/show_bug.cgi?id=969549
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http://secunia.com/advisories/59387
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