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CVE CVE-2014-1543
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-06-11 10:57:00 UTC
Updated 2017-12-28 02:29:00 UTC
Description Multiple heap-based buffer overflows in the navigator.getGamepads function in the Gamepad API in Mozilla Firefox before :

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

References

Reference

Oracle Solaris Bulletin - April 2016

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Clickjacking Attacks - Security Tracker
openSUSE-SU-2014:0819-1: moderate: MozillaFirefox, mozilla-nspr: Update

About Secunia Research | Flexera

Gentoo Security

About Secunia Research | Flexera

Security Advisory SA59486 - SUSE update for MozillaFirefox and mozilla-nspr - Secunia
openSUSE-SU-2014:0855-1: moderate: seamonkey: Update fixes nine security

MFSA 2014-54: Buffer overflow in Gamepad API

Mozilla Firefox CVE-2014-1543 Heap Buffer Overflow Vulnerability

Access Denied

Security Advisory SA59387 - SUSE update for seamonkey - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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