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Summary

CVE CVE-2014-1544

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-23 11:12:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description Use-after-free vulnerability in the CERT_DestroyCertificate function in libnss3.so in Mozilla Network Security Services (NSS) 3.x, as used in Firefox before 31.0, Firefox ESR 24.x before 24.7, and Thunderbird before 24.7, allows remote attackers to execute arbitrary code via vectors that trigger certain improper removal of an NSSCertificate structure from a trust domain.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 24.0 All All All

Application Mozilla Firefox Esr 24.0.1 All All All

Application Mozilla Firefox Esr 24.0.2 All All All

Application Mozilla Firefox Esr 24.1.0 All All All

Application Mozilla Firefox Esr 24.1.1 All All All

Application Mozilla Firefox Esr 24.2 All All All

Application Mozilla Firefox Esr 24.3 All All All

Application Mozilla Firefox Esr 24.4 All All All

Application Mozilla Firefox Esr 24.5 All All All

Application Mozilla Firefox Esr 24.6 All All All

Application Mozilla Firefox Esr 24.0 All All All

Application Mozilla Firefox Esr 24.0.1 All All All

Application Mozilla Firefox Esr 24.0.2 All All All

Application Mozilla Firefox Esr 24.1.0 All All All

Application Mozilla Firefox Esr 24.1.1 All All All

Application Mozilla Firefox Esr 24.2 All All All
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Application Mozilla Firefox Esr 24.2 All All All

Application Mozilla Firefox Esr 24.3 All All All

Application Mozilla Firefox Esr 24.4 All All All

Application Mozilla Firefox Esr 24.5 All All All

Application Mozilla Firefox Esr 24.6 All All All

Application Mozilla Network Security Services 3.11.2 All All All

Application Mozilla Network Security Services 3.11.3 All All All

Application Mozilla Network Security Services 3.11.4 All All All

Application Mozilla Network Security Services 3.11.5 All All All

Application Mozilla Network Security Services 3.12 All All All

Application Mozilla Network Security Services 3.12.1 All All All

Application Mozilla Network Security Services 3.12.10 All All All

Application Mozilla Network Security Services 3.12.11 All All All

Application Mozilla Network Security Services 3.12.2 All All All

Application Mozilla Network Security Services 3.12.3 All All All

Application Mozilla Network Security Services 3.12.3.1 All All All

Application Mozilla Network Security Services 3.12.3.2 All All All

Application Mozilla Network Security Services 3.12.4 All All All

Application Mozilla Network Security Services 3.12.5 All All All

Application Mozilla Network Security Services 3.12.6 All All All

Application Mozilla Network Security Services 3.12.7 All All All

Application Mozilla Network Security Services 3.12.8 All All All

Application Mozilla Network Security Services 3.12.9 All All All

Application Mozilla Network Security Services 3.14 All All All

Application Mozilla Network Security Services 3.14.1 All All All

Application Mozilla Network Security Services 3.14.2 All All All

Application Mozilla Network Security Services 3.14.3 All All All

Application Mozilla Network Security Services 3.14.4 All All All

Application Mozilla Network Security Services 3.14.5 All All All

Application Mozilla Network Security Services 3.15 All All All

Application Mozilla Network Security Services 3.15.1 All All All

Application Mozilla Network Security Services 3.15.2 All All All

Application Mozilla Network Security Services 3.15.3 All All All

Application Mozilla Network Security Services 3.15.3.1 All All All

Application Mozilla Network Security Services 3.15.4 All All All

Application Mozilla Network Security Services 3.15.5 All All All

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services


Application Mozilla Network Security Services 3.16 All All All

Application Mozilla Network Security Services 3.2 All All All

Application Mozilla Network Security Services 3.2.1 All All All

Application Mozilla Network Security Services 3.3 All All All

Application Mozilla Network Security Services 3.3.1 All All All

Application Mozilla Network Security Services 3.3.2 All All All

Application Mozilla Network Security Services 3.4 All All All

Application Mozilla Network Security Services 3.4.1 All All All

Application Mozilla Network Security Services 3.4.2 All All All

Application Mozilla Network Security Services 3.5 All All All

Application Mozilla Network Security Services 3.6 All All All

Application Mozilla Network Security Services 3.6.1 All All All

Application Mozilla Network Security Services 3.7 All All All

Application Mozilla Network Security Services 3.7.1 All All All

Application Mozilla Network Security Services 3.7.2 All All All

Application Mozilla Network Security Services 3.7.3 All All All

Application Mozilla Network Security Services 3.7.5 All All All

Application Mozilla Network Security Services 3.7.7 All All All

Application Mozilla Network Security Services 3.8 All All All

Application Mozilla Network Security Services 3.9 All All All

Application Mozilla Network Security Services 3.11.2 All All All

Application Mozilla Network Security Services 3.11.3 All All All

Application Mozilla Network Security Services 3.11.4 All All All

Application Mozilla Network Security Services 3.11.5 All All All

Application Mozilla Network Security Services 3.12 All All All

Application Mozilla Network Security Services 3.12.1 All All All

Application Mozilla Network Security Services 3.12.10 All All All

Application Mozilla Network Security Services 3.12.11 All All All

Application Mozilla Network Security Services 3.12.2 All All All

Application Mozilla Network Security Services 3.12.3 All All All

Application Mozilla Network Security Services 3.12.3.1 All All All

Application Mozilla Network Security Services 3.12.3.2 All All All

Application Mozilla Network Security Services 3.12.4 All All All

Application Mozilla Network Security Services 3.12.5 All All All

Application Mozilla Network Security Services 3.12.6 All All All

Application Mozilla Network Security Services 3.12.7 All All All
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Application Mozilla Network Security Services 3.12.7 All All All

Application Mozilla Network Security Services 3.12.8 All All All

Application Mozilla Network Security Services 3.12.9 All All All

Application Mozilla Network Security Services 3.14 All All All

Application Mozilla Network Security Services 3.14.1 All All All

Application Mozilla Network Security Services 3.14.2 All All All

Application Mozilla Network Security Services 3.14.3 All All All

Application Mozilla Network Security Services 3.14.4 All All All

Application Mozilla Network Security Services 3.14.5 All All All

Application Mozilla Network Security Services 3.15 All All All

Application Mozilla Network Security Services 3.15.1 All All All

Application Mozilla Network Security Services 3.15.2 All All All

Application Mozilla Network Security Services 3.15.3 All All All

Application Mozilla Network Security Services 3.15.3.1 All All All

Application Mozilla Network Security Services 3.15.4 All All All

Application Mozilla Network Security Services 3.15.5 All All All

Application Mozilla Network Security Services 3.16 All All All

Application Mozilla Network Security Services 3.2 All All All

Application Mozilla Network Security Services 3.2.1 All All All

Application Mozilla Network Security Services 3.3 All All All

Application Mozilla Network Security Services 3.3.1 All All All

Application Mozilla Network Security Services 3.3.2 All All All

Application Mozilla Network Security Services 3.4 All All All

Application Mozilla Network Security Services 3.4.1 All All All

Application Mozilla Network Security Services 3.4.2 All All All

Application Mozilla Network Security Services 3.5 All All All

Application Mozilla Network Security Services 3.6 All All All

Application Mozilla Network Security Services 3.6.1 All All All

Application Mozilla Network Security Services 3.7 All All All

Application Mozilla Network Security Services 3.7.1 All All All

Application Mozilla Network Security Services 3.7.2 All All All

Application Mozilla Network Security Services 3.7.3 All All All

Application Mozilla Network Security Services 3.7.5 All All All

Application Mozilla Network Security Services 3.7.7 All All All

Application Mozilla Network Security Services 3.8 All All All

Application Mozilla Network Security Services 3.9 All All All
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Application Mozilla Thunderbird 24.0 All All All

Application Mozilla Thunderbird 24.0.1 All All All

Application Mozilla Thunderbird 24.1 All All All

Application Mozilla Thunderbird 24.1.1 All All All

Application Mozilla Thunderbird 24.2 All All All

Application Mozilla Thunderbird 24.3 All All All

Application Mozilla Thunderbird 24.4 All All All

Application Mozilla Thunderbird 24.5 All All All

Application Mozilla Thunderbird 24.0 All All All

Application Mozilla Thunderbird 24.0.1 All All All

Application Mozilla Thunderbird 24.1 All All All

Application Mozilla Thunderbird 24.1.1 All All All

Application Mozilla Thunderbird 24.2 All All All

Application Mozilla Thunderbird 24.3 All All All

Application Mozilla Thunderbird 24.4 All All All

Application Mozilla Thunderbird 24.5 All All All

Application Mozilla Thunderbird All All All All

References

Reference Source

Security Advisory SA60628 - SUSE update for MozillaFirefox - Secunia SECUNIA

Oracle Solaris Bulletin - April 2016 CONFIRM

About Secunia Research | Flexera SECUNIA

Access Denied CONFIRM

Gentoo Security GENTOO

Security Advisory SA59591 - Debian update for icedove - Secunia SECUNIA

Security Advisory SA59760 - Waterfox Firefox Multiple Vulnerabilities - Secunia SECUNIA

Mozilla Firefox/Thunderbird CVE-2014-1544 Use After Free Memory Corruption Vulnerability BID
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Oracle VM Server for x86 Bulletin - July 2016 CONFIRM

Security Advisory SA59719 - SUSE update for MozillaFirefox - Secunia SECUNIA

Security Advisory SA60621 - SUSE update for MozillaFirefox and MozillaThunderbird - Secunia SECUNIA

MFSA 2014-63: Use-after-free while when manipulating certificates in the trusted cache CONFIRM

Security Advisory SA60083 - SUSE update for MozillaThunderbird - Secunia SECUNIA

Mozilla Firefox Race Condition in libnss CERT_DestroyCertificate() Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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