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Summary

CVE CVE-2014-1554

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-03 10:55:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 32.0 allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: CWE-119 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 30.0 All All All

Application Mozilla Firefox 31.0 All All All

Application Mozilla Firefox 30.0 All All All

Application Mozilla Firefox 31.0 All All All

Application Mozilla Firefox All All All All

References

Reference

Oracle Solaris Bulletin - April 2016

Mozilla Firefox/Thunderbird CVE-2014-1554 Multiple Memory Corruption Vulnerabilities

1004480 - Assertion failure: data.s.payload.why == why, at js/Value.h:1095 or Crash [@ argumentsVarIndex]

Mozilla Thunderbird Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker

Access Denied

openSUSE-SU-2014:1099-1: moderate: MozillaFirefox to Firefox 32

Gentoo Security

MFSA 2014-67: Miscellaneous memory safety hazards (rv:32.0 / rv:31.1 / rv:24.8)

openSUSE-SU-2014:1344-1: moderate: update for firefox, mozilla-nspr, moz
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http://www.mozilla.org/security/announce/2014/mfsa2014-67.html
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Security Advisory SA62023 - SUSE update for firefox, mozilla-nspr, and mozilla-nss - Secunia

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker

openSUSE-SU-2014:1345-1: moderate: update for firefox, mozilla-nspr, moz

990247 - Conditional jump or move depends on uninitialised value(s) and Use of uninitialised value of size 4 [@ dosprintf]

1016519 - crash in js::LifoAlloc::freeAll() | js::jit::BaselineScript::~BaselineScript() with address 0x5a5a5a62

Security Advisory SA62022 - SUSE update for firefox, mozilla-nspr, mozilla-nss, and seamonkey - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://secunia.com/advisories/62023
http://www.securitytracker.com/id/1030793
http://lists.opensuse.org/opensuse-updates/2014-11/msg00002.html
https://bugzilla.mozilla.org/show_bug.cgi?id=990247
https://bugzilla.mozilla.org/show_bug.cgi?id=1016519
http://secunia.com/advisories/62022
https://www.cve.org/CVERecord?id=CVE-2014-1554
https://nvd.nist.gov/vuln/detail/CVE-2014-1554
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2014-1554
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


