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Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 32.0 allow remote attackers to cause a de

| 1|

Risk And Classification

Problem Types: CWE-119 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 30.0 All All All
Mozilla Firefox 31.0 All All All
Mozilla Firefox 30.0 All All All
Mozilla Firefox 31.0 All All All
Mozilla Firefox All All All All
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Access Denied

Gentoo Security

Oracle Solaris Bulletin - April 2016
Mozilla Firefox/Thunderbird CVE-2014-1554 Multiple Memory Corruption Vulnerabilities
1004480 - Assertion failure: data.s.payload.why == why, at js/Value.h:1095 or Crash [@ argumentsVarlndex]

Mozilla Thunderbird Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker

openSUSE-SU-2014:1099-1: moderate: MozillaFirefox to Firefox 32

MFSA 2014-67: Miscellaneous memory safety hazards (rv:32.0 / rv:31.1 / rv:24.8)

openSUSE-SU-2014:1344-1: moderate: update for firefox, mozilla-nspr, moz
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Security Advisory SA62023 - SUSE update for firefox, mozilla-nspr, and mozilla-nss - Secunia

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - Security Tracker
openSUSE-SU-2014:1345-1: moderate: update for firefox, mozilla-nspr, moz

990247 - Conditional jump or move depends on uninitialised value(s) and Use of uninitialised value of size 4 [@ dosprintf]

1016519 - crash in js::LifoAlloc::freeAll() | js::jit::BaselineScript::~BaselineScript() with address 0x5a5a5a62

Security Advisory SA62022 - SUSE update for firefox, mozilla-nspr, mozilla-nss, and seamonkey - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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