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Summary

CVE CVE-2014-1557

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-23 11:12:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description The ConvolveHorizontally function in Skia, as used in Mozilla Firefox before 31.0, Firefox ESR 24.x before 24.7, and Thunderbird before 24.7, does not properly handle the discarding of image data during function execution, which allows remote attackers to execute arbitrary code by triggering prolonged image scaling, as demonstrated by scaling of a high-quality image.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 24.0 All All All

Application Mozilla Firefox Esr 24.0.1 All All All

Application Mozilla Firefox Esr 24.0.2 All All All

Application Mozilla Firefox Esr 24.1.0 All All All

Application Mozilla Firefox Esr 24.1.1 All All All

Application Mozilla Firefox Esr 24.2 All All All

Application Mozilla Firefox Esr 24.3 All All All

Application Mozilla Firefox Esr 24.4 All All All

Application Mozilla Firefox Esr 24.5 All All All

Application Mozilla Firefox Esr 24.6 All All All

Application Mozilla Firefox Esr 24.0 All All All

Application Mozilla Firefox Esr 24.0.1 All All All

https://cve.report/
https://cve.report/CVE-2014-1557/mitre
https://cve.report/CVE-2014-1557/nist
https://cve.report/CVE-2014-1557/cve_org
https://cve.report/api/cve/CVE-2014-1557.json
https://cve.report/CVE-2014-1557.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr


Application Mozilla Firefox Esr 24.0.1 All All All

Application Mozilla Firefox Esr 24.0.2 All All All

Application Mozilla Firefox Esr 24.1.0 All All All

Application Mozilla Firefox Esr 24.1.1 All All All

Application Mozilla Firefox Esr 24.2 All All All

Application Mozilla Firefox Esr 24.3 All All All

Application Mozilla Firefox Esr 24.4 All All All

Application Mozilla Firefox Esr 24.5 All All All

Application Mozilla Firefox Esr 24.6 All All All

Application Mozilla Thunderbird 24.0 All All All

Application Mozilla Thunderbird 24.0.1 All All All

Application Mozilla Thunderbird 24.1 All All All

Application Mozilla Thunderbird 24.1.1 All All All

Application Mozilla Thunderbird 24.2 All All All

Application Mozilla Thunderbird 24.3 All All All

Application Mozilla Thunderbird 24.4 All All All

Application Mozilla Thunderbird 24.5 All All All

Application Mozilla Thunderbird 24.0 All All All

Application Mozilla Thunderbird 24.0.1 All All All

Application Mozilla Thunderbird 24.1 All All All

Application Mozilla Thunderbird 24.1.1 All All All

Application Mozilla Thunderbird 24.2 All All All

Application Mozilla Thunderbird 24.3 All All All

Application Mozilla Thunderbird 24.4 All All All

Application Mozilla Thunderbird 24.5 All All All

Application Mozilla Thunderbird All All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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