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CVE CVE-2014-1566
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-03 10:55:00 UTC
Updated 2017-01-07 02:59:00 UTC
Description Mozilla Firefox before 31.1 on Android does not properly restrict copying of local files onto the SD card during processing of
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Google Android All All All All

Operating System Google Android All All All All

Application Mozilla Firefox 30.0 All All All

Application Mozilla Firefox 30.0 All All All

Application Mozilla Firefox All All All All

Reference Sol
Oracle Solaris Bulletin - April 2016 CO
Mozilla Firefox for Android CVE-2014-1566 Incomplete Fix Information Disclosure Vulnerability BIC
Gentoo Security GE

Mozilla Firefox for Android 'file:' Protocol Lets Remote Users Obtain Potentially Sensitive Information in Certain Cases - SecurityTracker SE

MFSA 2014-71: Profile directory file access through file: protocol CO
Access Denied CO
CVE Program record CVv
NVD vulnerability detail NV
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http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
http://www.securityfocus.com/bid/69522
https://security.gentoo.org/glsa/201504-01
http://www.securitytracker.com/id/1030792
http://www.mozilla.org/security/announce/2014/mfsa2014-71.html
https://bugzilla.mozilla.org/show_bug.cgi?id=1050690
https://www.cve.org/CVERecord?id=CVE-2014-1566
https://nvd.nist.gov/vuln/detail/CVE-2014-1566

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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