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State
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Source Priority
Published
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Description

/

CVE-2014-1568

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback

2014-09-25 17:55:00 UTC

2017-08-29 01:34:00 UTC

Mozilla Network Security Services (NSS) before 3.16.2.1, 3.16.x before 3.16.5, and 3.17.x before 3.17.1, as used in Mozilla

Risk And Classification

1|

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)
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Application Mozilla Seamonkey 2.22.1 All All All
Application Mozilla Seamonkey 2.23 All All All
Application Mozilla Seamonkey 2.23 betal All All
Application Mozilla Seamonkey 2.24 All All All
Application Mozilla Seamonkey 2.24 betal All All
Application Mozilla Seamonkey 2.25 - All All
Application Mozilla Seamonkey 2.25 betal All All
Application Mozilla Seamonkey 2.25 beta2 All All
Application Mozilla Seamonkey 2.25 beta3 All All
Application Mozilla Seamonkey 2.26 - All All
Application Mozilla Seamonkey 2.26 rci All All
Application Mozilla Seamonkey All - All All
Application Mozilla Thunderbird 31.0 All All All
Application Mozilla Thunderbird 31.1.0 All All All
Application Mozilla Thunderbird 31.1.1 All All All
Application Mozilla Thunderbird 31.0 All All All
Application Mozilla Thunderbird 31.1.0 All All All
Application Mozilla Thunderbird 31.1.1 All All All
Application Mozilla Thunderbird All All All All
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Oracle Critical Patch Update - January 2015

[security-announce] SUSE-SU-2014:1220-1: important: Security update for

Oracle VM Server for x86 Bulletin - July 2016

About Secunia Research | Flexera

Red Hat Customer Portal

Debian -- Security Information -- DSA-3033-1 nss

Mozilla Network Security Services CVE-2014-1568 Security Bypass Vulnerability

IBM X-Force Exchange

2016-10 Security Bulletin: CTPView: Multiple vulnerabilities in CTPView - Juniper Networks
Debian -- Security Information -- DSA-3037-1 icedove

Chrome Releases: Stable Channel Update for Chrome OS

[security-announce] openSUSE-SU-2014:1232-1: critical: mozilla-nss: upda

USN-2360-1: Firefox vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2014:1224-1: critical: NSS update to avo

Chrome Releases: Stable Channel Update

1064636 — (CVE-2014-1568) RSA PKCS#1 signature verification forgery is possible due to too-permissive SignatureAlgorithm parameter pars
Oracle Critical Patch Update - April 2015

Support | OES11 SP2, OES11SP1, OES2 SP3 vulnerability with GNU Bash Remote Code Execution (aka ShellShock) and Mozilla NSS vulne
USN-2361-1: NSS vulnerability | Ubuntu

About Secunia Research | Flexera

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390279 Oracle Managed Virtualization (VM) Server for x86 Security Update for nss (OVMSA-2023-0014)
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