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AUNACLAUNCRIPAP Certain versions of Network Security Services from Mozilla contain the
’ following vulnerability:

The definite_length_decoder function in lib/util/quickder.c in Mozilla
Network Security Services (NSS) before 3.16.2.4 and 3.17.x before
3.17.3 does not ensure that the DER encoding of an ASN.1 length is
properly formed, which allows remote attackers to conduct data-
smuggling attacks by using a long byte sequence for an encoding, as
demonstrated by the SEC_QuickDERDecodeltem function's improper handling of an
arbitrary-length encoding of 0x00.

CVE-2014-1569 has been assigned by [ij] security@mozilla.org to track the vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language


https://bugzilla.mozilla.org/show_bug.cgi?id=1064670
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS/NSS_3.17.3_release_notes
http://www.oracle.com/technetwork/topics/security/cpuoct2015-2367953.html
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
https://www.reddit.com/r/netsec/comments/2hd1m8/rsa_signature_forgery_in_nss/cksnr02
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00000.html
http://lists.opensuse.org/opensuse-security-announce/2015-01/msg00024.html
https://www.imperialviolet.org/2014/09/26/pkcs1.html
http://www.debian.org/security/2015/dsa-3186
http://lists.opensuse.org/opensuse-security-announce/2015-01/msg00036.html
http://www.securitytracker.com/id/1032909
mailto:%20comment@cve.report

Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla
Application Mozilla

Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services
Network Security Services

dkak Lk okakak k.

cpe:2.3:a:mozilla:network_security_services:3.16.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:network_security_services:3.16.2.1:*:*:*:***:*:

dkakk ok akakok,

cpe:2.3:a:mozilla:network_security_services:3.16.2.2:*:*:*:***:*:

cpe:2.3:a:mozilla:network_security_services:3.17.0:* %" :*:

dk Lk akkakakak.

cpe:2.3:a:mozilla:network_security_services:3.17.1:* %" :*:

dk Lk akkakakak.

cpe:2.3:a:mozilla:network_security_services:3.17.2:*:*:**:*:*:*:

dkak kR kR k.

cpe:2.3:a:mozilla:network_security_services:3.16.2.0:*:*:*:***:*:

dkak kR Lk akuk.

cpe:2.3:a:mozilla:network_security_services:3.16.2.1: "

dkak kR kR k.

cpe:2.3:a:mozilla:network_security_services:3.16.2.2:*:*:***:*:*:

LRk ak kR akak.

cpe:2.3:a:mozilla:network_security_services:3.17.0:*:

dkak ok kR akak.

cpe:2.3:a:mozilla:network_security_services:3.17.1:

cpe:2.3:a:mozilla:network_security_services:3.17.2:*:*:*

3.16.2.0

3.16.2.1

3.16.2.2

3.17.0

3.17.1

3.17.2

3.16.2.0

3.16.2.1

3.16.2.2

3.17.0

3.17.1

3.17.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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