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Summary

CVE CVE-2014-1572

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-13 01:55:00 UTC

Updated 2016-11-28 19:10:00 UTC

Description The confirm_create_account function in the account-creation feature in token.cgi in Bugzilla 2.x through 4.0.x before 4.0.15, 4.1.x and 4.2.x before 4.2.11, 4.3.x and 4.4.x before 4.4.6, and 4.5.x before 4.5.6 does not specify a scalar context for the realname parameter, which allows remote attackers to create accounts with unverified e-mail addresses by sending three realname values with realname=login_name as the second, as demonstrated by selecting an e-mail address with a domain name for which group privileges are automatically granted.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Application Mozilla Bugzilla 2.0 All All All

Application Mozilla Bugzilla 2.10 All All All

Application Mozilla Bugzilla 2.12 All All All

Application Mozilla Bugzilla 2.14 All All All

Application Mozilla Bugzilla 2.14.1 All All All

Application Mozilla Bugzilla 2.14.2 All All All

Application Mozilla Bugzilla 2.14.3 All All All

Application Mozilla Bugzilla 2.14.4 All All All

Application Mozilla Bugzilla 2.14.5 All All All

Application Mozilla Bugzilla 2.16 All All All

Application Mozilla Bugzilla 2.16 rc1 All All
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Application Mozilla Bugzilla 2.16 rc1 All All

Application Mozilla Bugzilla 2.16 rc2 All All

Application Mozilla Bugzilla 2.16.1 All All All

Application Mozilla Bugzilla 2.16.10 All All All

Application Mozilla Bugzilla 2.16.11 All All All

Application Mozilla Bugzilla 2.16.2 All All All

Application Mozilla Bugzilla 2.16.3 All All All

Application Mozilla Bugzilla 2.16.4 All All All

Application Mozilla Bugzilla 2.16.5 All All All

Application Mozilla Bugzilla 2.16.6 All All All

Application Mozilla Bugzilla 2.16.7 All All All

Application Mozilla Bugzilla 2.16.8 All All All

Application Mozilla Bugzilla 2.16.9 All All All

Application Mozilla Bugzilla 2.16_rc2 All All All

Application Mozilla Bugzilla 2.17 All All All

Application Mozilla Bugzilla 2.17.1 All All All

Application Mozilla Bugzilla 2.17.2 All All All

Application Mozilla Bugzilla 2.17.3 All All All

Application Mozilla Bugzilla 2.17.4 All All All

Application Mozilla Bugzilla 2.17.5 All All All

Application Mozilla Bugzilla 2.17.6 All All All

Application Mozilla Bugzilla 2.17.7 All All All

Application Mozilla Bugzilla 2.18 All All All

Application Mozilla Bugzilla 2.18 rc1 All All

Application Mozilla Bugzilla 2.18 rc2 All All

Application Mozilla Bugzilla 2.18 rc3 All All

Application Mozilla Bugzilla 2.18.1 All All All

Application Mozilla Bugzilla 2.18.2 All All All

Application Mozilla Bugzilla 2.18.3 All All All

Application Mozilla Bugzilla 2.18.4 All All All

Application Mozilla Bugzilla 2.18.5 All All All

Application Mozilla Bugzilla 2.18.6 All All All

Application Mozilla Bugzilla 2.18.6+ All All All

Application Mozilla Bugzilla 2.18.6\+ All All All

Application Mozilla Bugzilla 2.18.7 All All All

Application Mozilla Bugzilla 2.18.8 All All All
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Application Mozilla Bugzilla 2.18.9 All All All

Application Mozilla Bugzilla 2.19 All All All

Application Mozilla Bugzilla 2.19.1 All All All

Application Mozilla Bugzilla 2.19.2 All All All

Application Mozilla Bugzilla 2.19.3 All All All

Application Mozilla Bugzilla 2.2 All All All

Application Mozilla Bugzilla 2.20 All All All

Application Mozilla Bugzilla 2.20 rc1 All All

Application Mozilla Bugzilla 2.20 rc2 All All

Application Mozilla Bugzilla 2.20.1 All All All

Application Mozilla Bugzilla 2.20.2 All All All

Application Mozilla Bugzilla 2.20.3 All All All

Application Mozilla Bugzilla 2.20.4 All All All

Application Mozilla Bugzilla 2.20.5 All All All

Application Mozilla Bugzilla 2.20.6 All All All

Application Mozilla Bugzilla 2.20.7 All All All

Application Mozilla Bugzilla 2.21 All All All

Application Mozilla Bugzilla 2.21.1 All All All

Application Mozilla Bugzilla 2.21.2 All All All

Application Mozilla Bugzilla 2.21.2 rc1 All All

Application Mozilla Bugzilla 2.22 All All All

Application Mozilla Bugzilla 2.22 rc1 All All

Application Mozilla Bugzilla 2.22.1 All All All

Application Mozilla Bugzilla 2.22.2 All All All

Application Mozilla Bugzilla 2.22.3 All All All

Application Mozilla Bugzilla 2.22.4 All All All

Application Mozilla Bugzilla 2.22.5 All All All

Application Mozilla Bugzilla 2.22.6 All All All

Application Mozilla Bugzilla 2.22.7 All All All

Application Mozilla Bugzilla 2.23 All All All

Application Mozilla Bugzilla 2.23.1 All All All

Application Mozilla Bugzilla 2.23.2 All All All

Application Mozilla Bugzilla 2.23.3 All All All

Application Mozilla Bugzilla 2.23.4 All All All

Application Mozilla Bugzilla 2.4 All All All

Application Mozilla Bugzilla 2.6 All All All
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Application Mozilla Bugzilla 2.6 All All All

Application Mozilla Bugzilla 2.8 All All All

Application Mozilla Bugzilla 2.9 All All All

Application Mozilla Bugzilla 3.0 All All All

Application Mozilla Bugzilla 3.0 rc1 All All

Application Mozilla Bugzilla 3.0.0 All All All

Application Mozilla Bugzilla 3.0.1 All All All

Application Mozilla Bugzilla 3.0.10 All All All

Application Mozilla Bugzilla 3.0.11 All All All

Application Mozilla Bugzilla 3.0.2 All All All

Application Mozilla Bugzilla 3.0.3 All All All

Application Mozilla Bugzilla 3.0.4 All All All

Application Mozilla Bugzilla 3.0.5 All All All

Application Mozilla Bugzilla 3.0.6 All All All

Application Mozilla Bugzilla 3.0.7 All All All

Application Mozilla Bugzilla 3.0.8 All All All

Application Mozilla Bugzilla 3.0.9 All All All

Application Mozilla Bugzilla 3.0_rc1 All All All

Application Mozilla Bugzilla 3.1.0 All All All

Application Mozilla Bugzilla 3.1.1 All All All

Application Mozilla Bugzilla 3.1.2 All All All

Application Mozilla Bugzilla 3.1.3 All All All

Application Mozilla Bugzilla 3.1.4 All All All

Application Mozilla Bugzilla 3.2 All All All

Application Mozilla Bugzilla 3.2 rc1 All All

Application Mozilla Bugzilla 3.2 rc2 All All

Application Mozilla Bugzilla 3.2.1 All All All

Application Mozilla Bugzilla 3.2.10 All All All

Application Mozilla Bugzilla 3.2.2 All All All

Application Mozilla Bugzilla 3.2.3 All All All

Application Mozilla Bugzilla 3.2.4 All All All

Application Mozilla Bugzilla 3.2.5 All All All

Application Mozilla Bugzilla 3.2.6 All All All

Application Mozilla Bugzilla 3.2.7 All All All

Application Mozilla Bugzilla 3.2.8 All All All

Application Mozilla Bugzilla 3.2.9 All All All
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Application Mozilla Bugzilla 3.3 All All All

Application Mozilla Bugzilla 3.3.1 All All All

Application Mozilla Bugzilla 3.3.2 All All All

Application Mozilla Bugzilla 3.3.3 All All All

Application Mozilla Bugzilla 3.3.4 All All All

Application Mozilla Bugzilla 3.4 All All All

Application Mozilla Bugzilla 3.4 rc1 All All

Application Mozilla Bugzilla 3.4.1 All All All

Application Mozilla Bugzilla 3.4.10 All All All

Application Mozilla Bugzilla 3.4.11 All All All

Application Mozilla Bugzilla 3.4.12 All All All

Application Mozilla Bugzilla 3.4.13 All All All

Application Mozilla Bugzilla 3.4.2 All All All

Application Mozilla Bugzilla 3.4.3 All All All

Application Mozilla Bugzilla 3.4.4 All All All

Application Mozilla Bugzilla 3.4.5 All All All

Application Mozilla Bugzilla 3.4.6 All All All

Application Mozilla Bugzilla 3.4.7 All All All

Application Mozilla Bugzilla 3.4.8 All All All

Application Mozilla Bugzilla 3.4.9 All All All

Application Mozilla Bugzilla 3.5 All All All

Application Mozilla Bugzilla 3.5.1 All All All

Application Mozilla Bugzilla 3.5.2 All All All

Application Mozilla Bugzilla 3.5.3 All All All

Application Mozilla Bugzilla 3.6 All All All

Application Mozilla Bugzilla 3.6 rc1 All All

Application Mozilla Bugzilla 3.6.0 All All All

Application Mozilla Bugzilla 3.6.1 All All All

Application Mozilla Bugzilla 3.6.10 All All All

Application Mozilla Bugzilla 3.6.11 All All All

Application Mozilla Bugzilla 3.6.12 All All All

Application Mozilla Bugzilla 3.6.13 All All All

Application Mozilla Bugzilla 3.6.2 All All All

Application Mozilla Bugzilla 3.6.3 All All All

Application Mozilla Bugzilla 3.6.4 All All All
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Application Mozilla Bugzilla 3.6.5 All All All

Application Mozilla Bugzilla 3.6.6 All All All

Application Mozilla Bugzilla 3.6.7 All All All

Application Mozilla Bugzilla 3.6.8 All All All

Application Mozilla Bugzilla 3.6.9 All All All

Application Mozilla Bugzilla 3.7 All All All

Application Mozilla Bugzilla 3.7.1 All All All

Application Mozilla Bugzilla 3.7.2 All All All

Application Mozilla Bugzilla 3.7.3 All All All

Application Mozilla Bugzilla 4.0 All All All

Application Mozilla Bugzilla 4.0 rc1 All All

Application Mozilla Bugzilla 4.0 rc2 All All

Application Mozilla Bugzilla 4.0.1 All All All

Application Mozilla Bugzilla 4.0.10 All All All

Application Mozilla Bugzilla 4.0.11 All All All

Application Mozilla Bugzilla 4.0.12 All All All

Application Mozilla Bugzilla 4.0.13 All All All

Application Mozilla Bugzilla 4.0.14 All All All

Application Mozilla Bugzilla 4.1 All All All

Application Mozilla Bugzilla 4.1.1 All All All

Application Mozilla Bugzilla 4.1.2 All All All

Application Mozilla Bugzilla 4.1.3 All All All

Application Mozilla Bugzilla 4.2 All All All

Application Mozilla Bugzilla 4.2 rc1 All All

Application Mozilla Bugzilla 4.2 rc2 All All

Application Mozilla Bugzilla 4.2.1 All All All

Application Mozilla Bugzilla 4.2.10 All All All

Application Mozilla Bugzilla 4.2.2 All All All

Application Mozilla Bugzilla 4.2.3 All All All

Application Mozilla Bugzilla 4.2.4 All All All

Application Mozilla Bugzilla 4.2.5 All All All

Application Mozilla Bugzilla 4.2.6 All All All

Application Mozilla Bugzilla 4.2.7 All All All

Application Mozilla Bugzilla 4.2.8 All All All

Application Mozilla Bugzilla 4.2.9 All All All

Application Mozilla Bugzilla 4.3 All All All
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Application Mozilla Bugzilla 4.3.2 All All All

Application Mozilla Bugzilla 4.3.3 All All All
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Application Mozilla Bugzilla 4.4 rc1 All All
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Application Mozilla Bugzilla 4.4.2 All All All

Application Mozilla Bugzilla 4.4.3 All All All

Application Mozilla Bugzilla 4.4.4 All All All

Application Mozilla Bugzilla 4.4.5 All All All

Application Mozilla Bugzilla 4.5 All All All

Application Mozilla Bugzilla 4.5.1 All All All

Application Mozilla Bugzilla 4.5.2 All All All

Application Mozilla Bugzilla 4.5.3 All All All

Application Mozilla Bugzilla 4.5.4 All All All

Application Mozilla Bugzilla 4.5.5 All All All
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