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Summary

CVE CVE-2014-1592

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-11 11:59:00 UTC

Updated 2016-12-24 02:59:00 UTC

Description Use-after-free vulnerability in the nsHtml5TreeOperation function in xul.dll in Mozilla Firefox before 34.0, Firefox ESR 31.x before 31.3, Thunderbird before 31.3, and SeaMonkey before 2.31 allows remote attackers to execute arbitrary code by adding a second root element to an HTML5 document during parsing.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-3090-1 iceweasel DEBIAN www.debian.org

Debian -- Security Information -- DSA-3092-1 icedove DEBIAN www.debian.org

Access Denied CONFIRM bugzilla.mozilla.org

Gentoo Security GENTOO security.gentoo.org

[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox SUSE lists.opensuse.org

Mozilla Firefox/Thunderbird CVE-2014-1592 Use After Free Memory Corruption Vulnerability BID www.securityfocus.com

Use-after-free during HTML5 parsing — Mozilla CONFIRM www.mozilla.org Vendor Advisory

[security-announce] openSUSE-SU-2015:0138-1: important: Firefox update t SUSE lists.opensuse.org

Oracle Solaris Third Party Bulletin - April 2015 CONFIRM www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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