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AVLACUAUNCP/NAN Certain versions of Mac Os X from Apple contain the following
vulnerability:

Mozilla Firefox before 34.0, Firefox ESR 31.x before 31.3, and
Thunderbird before 31.3 on Apple OS X 10.10 omit a CoreGraphics
disable-logging action that is needed by jemalloc-based applications,
which allows local users to obtain sensitive information by reading /tmp
files, as demonstrated by credential information.

CVE-2014-1595 has been assigned by [iy] security@mozilla.org to track the vulnerability

CVSS2 Score: f2ii=Low
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CVE References

Description Tags Link

Oracle Solaris O CONFIRM www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
Bulletin - April 2016

Access Denied (Z) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=1092855

Apple CoreGraphics G MISC

framework on OS X www.reddit.com/r/netsec/comments/2ocxac/apple_coregraphics_framework_on_os_x_1010_is/

10.10 is logging input
data in Mozilla
products to /tmp
directory : netsec

About the security @& CONFIRM support.apple.com/HT204244
content of OS X
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X 10.10.0 All All All
System

Operating Apple Mac Os X 10.10.0 All All All
System

Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 31.0 All All All
Application Mozilla Firefox Esr 31.1.0 All All All
Application Mozilla Firefox Esr 31.1.1 All All All
Application Mozilla Firefox Esr 31.2 All All All
Application Mozilla Firefox Esr 31.0 All All All
Application Mozilla Firefox Esr 31.1.0 All All All
Application Mozilla Firefox Esr 31.1.1 All All All
Application Mozilla Firefox Esr 31.2 All All All
Application Mozilla Thunderbird All All All All
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No vendor comments have been submitted for this CVE
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