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SQL injection vulnerability in the mci_file_get function in api/soap/mc_file_api.php in MantisBT before 1.2.16 allows remote

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Mantisbt Mantisbt 1.2.0 All All All
Mantisbt Mantisbt 1.2.0 alpha1l All All
Mantisbt Mantisbt 1.2.0 alpha2 All All
Mantisbt Mantisbt 1.2.0 alpha3 All All
Mantisbt Mantisbt 1.2.0 rci All All
Mantisbt Mantisbt 1.2.0 rc2 All All
Mantisbt Mantisbt 1.2.1 All All All
Mantisbt Mantisbt 1.2.10 All All All
Mantisbt Mantisbt 1.2.11 All All All
Mantisbt Mantisbt 1.2.13 All All All
Mantisbt Mantisbt 1.2.14 All All All
Mantisbt Mantisbt 1.2.2 All All All
Mantisbt Mantisbt 1.2.3 All All All
Mantisbt Mantisbt 124 All All All
Mantisbt Mantisbt 1.25 All All All
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Application Mantisbt Mantisbt 1.2.6 All All All
Application Mantisbt Mantisbt 1.2.7 All All All
Application Mantisbt Mantisbt 1.2.8 All All All
Application Mantisbt Mantisbt 1.2.9 All All All
Application Mantisbt Mantisbt 1.2.0 All All All
Application Mantisbt Mantisbt 1.2.0 alpha1t All All
Application Mantisbt Mantisbt 1.2.0 alpha2 All All
Application Mantisbt Mantisbt 1.2.0 alpha3 All All
Application Mantisbt Mantisbt 1.2.0 rci All All
Application Mantisbt Mantisbt 1.2.0 rc2 All All
Application Mantisbt Mantisbt 1.2.1 All All All
Application Mantisbt Mantisbt 1.2.10 All All All
Application Mantisbt Mantisbt 1.2.11 All All All
Application Mantisbt Mantisbt 1.2.13 All All All
Application Mantisbt Mantisbt 1.2.14 All All All
Application Mantisbt Mantisbt 1.2.2 All All All
Application Mantisbt Mantisbt 1.2.3 All All All
Application Mantisbt Mantisbt 1.24 All All All
Application Mantisbt Mantisbt 1.25 All All All
Application Mantisbt Mantisbt 1.2.6 All All All
Application Mantisbt Mantisbt 1.2.7 All All All
Application Mantisbt Mantisbt 1.2.8 All All All
Application Mantisbt Mantisbt 1.2.9 All All All
Application Mantisbt Mantisbt All All All All
Reference Source Link

Debian -- Security Information -- DSA-3030-1 mantis DEBIAN www.debian.org
Security Advisory SA61432 - Debian update for mantis - Secunia SECUNIA  secunia.com
MantisBT 'mc_issue_attachment_get' SOAP API SQL Injection Vulnerability BID www.securityfocus.com

Fix CVE-2014-1608: mc_issue_attachment_get SQL injection - mantisbt/mantisbt@00b4c17 - GitHub CONFIRM  github.com

103118 OSVDB osvdb.org
Bug 1063111 — CVE-2014-1608 CVE-2014-1609 mantis: SQL injection issues CONFIRM  bugzilla.redhat.com
0016879: CVE-2014-1608: soap:Envelope SQL injection attack - MantisBT CONFIRM  www.mantisbt.org

oCERT.org - oCERT Advisories MISC www.ocert.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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