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Summary

CVE CVE-2014-1643

State PUBLISHED

Assigner symantec

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-07 04:52:04 UTC

Updated 2026-04-29 01:13:23 UTC

Description The Web Email Protection component in Symantec Encryption Management Server (aka PGP Universal Server) before 3.3.2 allows remote authenticated users to read the stored outbound e-mail messages of arbitrary users via a modified URL.

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:N/A:N

EPSS: 0.001240000 probability, percentile 0.310580000 (date 2026-05-04)

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2014-1643/mitre
https://cve.report/CVE-2014-1643/nist
https://cve.report/CVE-2014-1643/cve_org
https://cve.report/api/cve/CVE-2014-1643.json
https://cve.report/CVE-2014-1643.pdf


Application Symantec Encryption Management Server 3.3.0 All All All

Application Symantec Encryption Management Server 3.3.0 mp1 All All

Application Symantec Encryption Management Server 3.3.0 mp2 All All

Application Symantec Encryption Management Server All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

IBM X-Force Exchange

Symantec Encryption Management Platform Web Email Protection Unauthorized Access Vulnerability

Symantec Encryption Management Server Lets Remote Authenticated Console Users Obtain a User's Outbound Email - SecurityTracker

Security Advisories Relating to Symantec Products - Symantec Encryption Management Server Web Email Protection View User’s Email - 2014-02-05T10:30:12 PST 

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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