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Summary

CVE CVE-2014-1644

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-29 01:55:00 UTC

Updated 2014-03-31 16:40:00 UTC

Description The forgotten-password feature in forcepasswd.do in the management GUI in Symantec LiveUpdate Administrator (LUA) 2.x before 2.3.2.110 allows remote attackers to reset arbitrary passwords by providing the e-mail address associated with a user account.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Liveupdate Administrator 2.1.0 All All All

Application Symantec Liveupdate Administrator 2.1.2 All All All

Application Symantec Liveupdate Administrator 2.1.3 All All All

Application Symantec Liveupdate Administrator 2.2.1 All All All

Application Symantec Liveupdate Administrator 2.2.2 All All All

Application Symantec Liveupdate Administrator 2.2.2.9 All All All

Application Symantec Liveupdate Administrator 2.3.0 All All All

Application Symantec Liveupdate Administrator 2.3.1 All All All

Application Symantec Liveupdate Administrator 2.1.0 All All All

Application Symantec Liveupdate Administrator 2.1.2 All All All

Application Symantec Liveupdate Administrator 2.1.3 All All All

Application Symantec Liveupdate Administrator 2.2.1 All All All

Application Symantec Liveupdate Administrator 2.2.2 All All All

Application Symantec Liveupdate Administrator 2.2.2.9 All All All

Application Symantec Liveupdate Administrator 2.3.0 All All All

Application Symantec Liveupdate Administrator 2.3.1 All All All

Application Symantec Liveupdate Administrator All All All All
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Application Symantec Liveupdate Administrator All All All All
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20140328 SEC Consult SA-20140328-0 :: Multiple vulnerabilities in Symantec LiveUpdate Administrator

Security Advisories Relating to Symantec Products - Symantec LiveUpdate Administrator Unauthenticated/Unauthorized Account Access Modification and SQL injections - 2014-03-27T08:00:00 PDT 

Symantec LiveUpdate Administrator CVE-2014-1644 Unauthorized Access Vulnerability

Vulnerability Lab - SEC Consult

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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