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The APl in Zabbix before 1.8.20rc1, 2.0.x before 2.0.11rc1, and 2.2.x before 2.2.2rc1 allows remote authenticated users to
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 19 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 19 All All All
Fedoraproject Fedora 20 All All All
Zabbix Zabbix 1.8 All All All
Zabbix Zabbix 1.8.1 All All All
Zabbix Zabbix 1.8.15 rci All All
Zabbix Zabbix 1.8.16 All All All
Zabbix Zabbix 1.8.18 All All All
Zabbix Zabbix 1.8.2 All All All
Zabbix Zabbix 1.8.3 rci All All
Zabbix Zabbix 1.8.3 rc2 All All
Zabbix Zabbix 1.8.3 rc3 All All
Zabbix Zabbix 2.0.0 All All All
Zabbix Zabbix 2.0.0 rci All All
Zabbix Zabbix 2.0.0 rc2 All All
Zabbix Zabbix 2.0.0 rc3 All All
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References

Reference

CVE Program record

NVD vulnerability detail

/

Zabbix User Spoofing Vulnerability
[SECURITY] Fedora 19 Update: zabbix-2.0.11-3.fc19

[SECURITY] Fedora 20 Update: zabbix-2.0.11-3.fc20

[ZBX-7703] Security flaw with APl access when using HTTP authentication - ZABBIX SUPPORT

Source

BID

FEDORA

FEDORA

CONFIRM

CVE.ORG

NVD

Link Ta
www.securityfocus.com
lists.fedoraproject.org
lists.fedoraproject.org
support.zabbix.com
www.cve.org cal

nvd.nist.gov cal

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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