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Summary

CVE CVE-2014-1691

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-01 15:55:00 UTC

Updated 2014-04-02 14:50:00 UTC

Description The framework/Util/lib/Horde/Variables.php script in the Util library in Horde before 5.1.1 allows remote attackers to conduct object injection attacks and execute arbitrary PHP code via a crafted serialized object in the _formvars form.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Horde Horde Application Framework 5.0.0 All All All

Application Horde Horde Application Framework 5.0.1 All All All

Application Horde Horde Application Framework 5.0.2 All All All

Application Horde Horde Application Framework 5.0.3 All All All

Application Horde Horde Application Framework 5.0.4 All All All

Application Horde Horde Application Framework 5.0.0 All All All

Application Horde Horde Application Framework 5.0.1 All All All

Application Horde Horde Application Framework 5.0.2 All All All

Application Horde Horde Application Framework 5.0.3 All All All

Application Horde Horde Application Framework 5.0.4 All All All

Application Horde Horde Application Framework All All All All

References

Reference Source Link

[mms] SECURITY: '_formvars' form input must now be JSON encoded, not … · horde/horde@da6afc7 · GitHub CONFIRM github.com

horde/CHANGES at 82c400788537cfc0106b68447789ff53793ac086 · horde/horde · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-2853-1 horde3 DEBIAN www.debian.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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