
CVE-2014-1692
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-1692

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-29 16:02:00 UTC

Updated 2023-02-13 00:38:00 UTC

Description The hash_buffer function in schnorr.c in OpenSSH through 6.4, when Makefile.inc is modified to enable the J-PAKE protocol, does not initialize certain data structures, which might allow remote attackers to cause a denial of service (memory corruption) or have unspecified other impact via vectors that trigger an error condition.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh All All All All

References

Reference Source

oss-security - Re: OpenSSH J-PAKE vulnerability (no cause for panic! remain calm!) MLIST

CVS log for src/usr.bin/ssh/Attic/schnorr.c MISC

IBM X-Force Exchange XF

410 Gone MISC

'[security bulletin] HPSBMU03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC HP

OpenSSH 'schnorr.c' Remote Memory Corruption Vulnerability BID

oss-security - OpenSSH J-PAKE vulnerability (no cause for panic! remain calm!) MLIST

Error MISC

Security Advisory SA60184 - IBM General Parallel File System (GPFS) OpenSSH J-PAKE Memory Corruption Vulnerability - Secunia SECUNIA

102611 OSVDB

IBM notice: The page you requested cannot be displayed CONFIRM

'[security bulletin] HPSBUX03188 SSRT101487 rev.1 - HP-UX running HP Secure Shell, Remote Denial of S' - MARC HP

CVE Program record CVE.ORG

https://cve.report/
https://cve.report/CVE-2014-1692/mitre
https://cve.report/CVE-2014-1692/nist
https://cve.report/CVE-2014-1692/cve_org
https://cve.report/api/cve/CVE-2014-1692.json
https://cve.report/CVE-2014-1692.pdf
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://openwall.com/lists/oss-security/2014/01/29/10
http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/schnorr.c#rev1.10
https://exchange.xforce.ibmcloud.com/vulnerabilities/90819
http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/Attic/schnorr.c.diff?r1=1.9%253Br2=1.10%253Bf=h
http://marc.info/?l=bugtraq&m=144050155601375&w=2
http://www.securityfocus.com/bid/65230
http://openwall.com/lists/oss-security/2014/01/29/2
http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/Attic/schnorr.c.diff?r1=1.9;r2=1.10;f=h
http://secunia.com/advisories/60184
http://osvdb.org/102611
http://www-01.ibm.com/support/docview.wss?uid=isg3T1020637
http://marc.info/?l=bugtraq&m=141576985122836&w=2
https://www.cve.org/CVERecord?id=CVE-2014-1692


NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://nvd.nist.gov/vuln/detail/CVE-2014-1692
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2014-1692
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


