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Summary

CVE CVE-2014-1693

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-08 11:59:00 UTC

Updated 2018-03-16 01:29:00 UTC

Description Multiple CRLF injection vulnerabilities in the FTP module in Erlang/OTP R15B03 allow context-dependent attackers to inject arbitrary FTP commands via CRLF sequences in the (1) user, (2) account, (3) cd, (4) ls, (5) nlist, (6) rename, (7) delete, (8) mkdir, (9) rmdir, (10) recv, (11) recv_bin, (12) recv_chunk_start, (13) send, (14) send_bin, (15) send_chunk_start, (16) append_chunk_start, (17) append, or (18) append_bin command.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Erlang Erlang/otp r15b03 All All All

Application Erlang Erlang/otp r15b03 All All All

Application Erlang Erlang/otp r15b03 All All All

References

Reference Source Link Tags

Bug 1059331 – CVE-2014-1693 erlang-inets: command injection flaw in FTP module CONFIRM bugzilla.redhat.com

Support / Security / Advisories / / MDVSA-2015:174 | Mandriva MANDRIVA www.mandriva.com

Mageia Advisory: MGASA-2014-0553 - Updated erlang packages fix security vulnerabilities CONFIRM advisories.mageia.org

USN-3571-1: Erlang vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

oss-sec: CVE Request: Erlang OTP - ftp module - FTP Command Injection MLIST seclists.org Exploit

[SECURITY] Fedora 20 Update: erlang-R16B-03.9.fc20 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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