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Summary

CVE CVE-2014-1726

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-09 10:57:00 UTC

Updated 2023-11-07 02:19:00 UTC

Description The drag implementation in Google Chrome before 34.0.1847.116 allows user-assisted remote attackers to bypass the Same Origin Policy and forge local pathnames by leveraging renderer access.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Issue 346135 - chromium - Security: html files from file URLs can read data from other file URLs via drag-and-drop - An open-source project to help move the web forward. - Google Project Hosting

Debian -- Security Information -- DSA-2905-1 chromium-browser

Chrome Releases: Stable Channel Update

openSUSE-SU-2014:0601-1: moderate: update for chromium

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

[chrome] Revision 259353

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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