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Summary

CVE CVE-2014-1731

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-26 10:55:00 UTC

Updated 2023-11-07 02:19:00 UTC

Description core/html/HTMLSelectElement.cpp in the DOM implementation in Blink, as used in Google Chrome before 34.0.1847.131 on Windows and OS X and before 34.0.1847.132 on Linux, does not properly check renderer state upon a focus event, which allows remote attackers to cause a denial of service or possibly have unspecified other impact via vectors that leverage "type confusion" for SELECT elements.

Risk And Classification

Problem Types: CWE-843

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X - All All All

Operating System Apple Mac Os X All All All All

Application Google Chrome 34.0.1847.1 All All All

Application Google Chrome 34.0.1847.10 All All All

Application Google Chrome 34.0.1847.100 All All All

Application Google Chrome 34.0.1847.101 All All All

Application Google Chrome 34.0.1847.102 All All All

Application Google Chrome 34.0.1847.103 All All All

Application Google Chrome 34.0.1847.104 All All All

Application Google Chrome 34.0.1847.109 All All All

Application Google Chrome 34.0.1847.111 All All All

Application Google Chrome 34.0.1847.112 All All All

Application Google Chrome 34.0.1847.113 All All All

Application Google Chrome 34.0.1847.114 All All All

Application Google Chrome 34.0.1847.115 All All All

Application Google Chrome 34.0.1847.116 All All All
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Application Google Chrome 34.0.1847.116 All All All

Application Google Chrome 34.0.1847.118 All All All

Application Google Chrome 34.0.1847.12 All All All

Application Google Chrome 34.0.1847.120 All All All

Application Google Chrome 34.0.1847.14 All All All

Application Google Chrome 34.0.1847.15 All All All

Application Google Chrome 34.0.1847.2 All All All

Application Google Chrome 34.0.1847.23 All All All

Application Google Chrome 34.0.1847.24 All All All

Application Google Chrome 34.0.1847.25 All All All

Application Google Chrome 34.0.1847.3 All All All

Application Google Chrome 34.0.1847.36 All All All

Application Google Chrome 34.0.1847.37 All All All

Application Google Chrome 34.0.1847.38 All All All

Application Google Chrome 34.0.1847.39 All All All

Application Google Chrome 34.0.1847.4 All All All

Application Google Chrome 34.0.1847.41 All All All

Application Google Chrome 34.0.1847.42 All All All

Application Google Chrome 34.0.1847.43 All All All

Application Google Chrome 34.0.1847.44 All All All

Application Google Chrome 34.0.1847.45 All All All

Application Google Chrome 34.0.1847.46 All All All

Application Google Chrome 34.0.1847.47 All All All

Application Google Chrome 34.0.1847.48 All All All

Application Google Chrome 34.0.1847.49 All All All

Application Google Chrome 34.0.1847.5 All All All

Application Google Chrome 34.0.1847.50 All All All

Application Google Chrome 34.0.1847.51 All All All

Application Google Chrome 34.0.1847.52 All All All

Application Google Chrome 34.0.1847.53 All All All

Application Google Chrome 34.0.1847.54 All All All

Application Google Chrome 34.0.1847.55 All All All

Application Google Chrome 34.0.1847.56 All All All

Application Google Chrome 34.0.1847.57 All All All

Application Google Chrome 34.0.1847.58 All All All

Application Google Chrome 34.0.1847.59 All All All
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Application Google Chrome 34.0.1847.6 All All All

Application Google Chrome 34.0.1847.60 All All All

Application Google Chrome 34.0.1847.61 All All All

Application Google Chrome 34.0.1847.62 All All All

Application Google Chrome 34.0.1847.63 All All All

Application Google Chrome 34.0.1847.64 All All All

Application Google Chrome 34.0.1847.65 All All All

Application Google Chrome 34.0.1847.66 All All All

Application Google Chrome 34.0.1847.67 All All All

Application Google Chrome 34.0.1847.68 All All All

Application Google Chrome 34.0.1847.69 All All All

Application Google Chrome 34.0.1847.7 All All All

Application Google Chrome 34.0.1847.71 All All All

Application Google Chrome 34.0.1847.72 All All All

Application Google Chrome 34.0.1847.73 All All All

Application Google Chrome 34.0.1847.74 All All All

Application Google Chrome 34.0.1847.75 All All All

Application Google Chrome 34.0.1847.76 All All All

Application Google Chrome 34.0.1847.77 All All All

Application Google Chrome 34.0.1847.78 All All All

Application Google Chrome 34.0.1847.79 All All All

Application Google Chrome 34.0.1847.8 All All All

Application Google Chrome 34.0.1847.80 All All All

Application Google Chrome 34.0.1847.81 All All All

Application Google Chrome 34.0.1847.82 All All All

Application Google Chrome 34.0.1847.83 All All All

Application Google Chrome 34.0.1847.85 All All All

Application Google Chrome 34.0.1847.86 All All All

Application Google Chrome 34.0.1847.87 All All All

Application Google Chrome 34.0.1847.9 All All All

Application Google Chrome 34.0.1847.91 All All All

Application Google Chrome 34.0.1847.92 All All All

Application Google Chrome 34.0.1847.94 All All All

Application Google Chrome 34.0.1847.97 All All All

Application Google Chrome 34.0.1847.98 All All All

Application Google Chrome 34.0.1847.99 All All All
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Application Google Chrome 34.0.1847.99 All All All

Application Google Chrome 34.0.1847.1 All All All

Application Google Chrome 34.0.1847.10 All All All

Application Google Chrome 34.0.1847.100 All All All

Application Google Chrome 34.0.1847.101 All All All

Application Google Chrome 34.0.1847.102 All All All

Application Google Chrome 34.0.1847.103 All All All

Application Google Chrome 34.0.1847.104 All All All

Application Google Chrome 34.0.1847.109 All All All

Application Google Chrome 34.0.1847.111 All All All

Application Google Chrome 34.0.1847.112 All All All

Application Google Chrome 34.0.1847.113 All All All

Application Google Chrome 34.0.1847.114 All All All

Application Google Chrome 34.0.1847.115 All All All

Application Google Chrome 34.0.1847.116 All All All

Application Google Chrome 34.0.1847.118 All All All

Application Google Chrome 34.0.1847.12 All All All

Application Google Chrome 34.0.1847.120 All All All

Application Google Chrome 34.0.1847.14 All All All

Application Google Chrome 34.0.1847.15 All All All

Application Google Chrome 34.0.1847.2 All All All

Application Google Chrome 34.0.1847.23 All All All

Application Google Chrome 34.0.1847.24 All All All

Application Google Chrome 34.0.1847.25 All All All

Application Google Chrome 34.0.1847.3 All All All

Application Google Chrome 34.0.1847.36 All All All

Application Google Chrome 34.0.1847.37 All All All

Application Google Chrome 34.0.1847.38 All All All

Application Google Chrome 34.0.1847.39 All All All

Application Google Chrome 34.0.1847.4 All All All

Application Google Chrome 34.0.1847.41 All All All

Application Google Chrome 34.0.1847.42 All All All

Application Google Chrome 34.0.1847.43 All All All

Application Google Chrome 34.0.1847.44 All All All

Application Google Chrome 34.0.1847.45 All All All

Application Google Chrome 34.0.1847.46 All All All
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Application Google Chrome 34.0.1847.47 All All All

Application Google Chrome 34.0.1847.48 All All All

Application Google Chrome 34.0.1847.49 All All All

Application Google Chrome 34.0.1847.5 All All All

Application Google Chrome 34.0.1847.50 All All All

Application Google Chrome 34.0.1847.51 All All All

Application Google Chrome 34.0.1847.52 All All All

Application Google Chrome 34.0.1847.53 All All All

Application Google Chrome 34.0.1847.54 All All All

Application Google Chrome 34.0.1847.55 All All All

Application Google Chrome 34.0.1847.56 All All All

Application Google Chrome 34.0.1847.57 All All All

Application Google Chrome 34.0.1847.58 All All All

Application Google Chrome 34.0.1847.59 All All All

Application Google Chrome 34.0.1847.6 All All All

Application Google Chrome 34.0.1847.60 All All All

Application Google Chrome 34.0.1847.61 All All All

Application Google Chrome 34.0.1847.62 All All All

Application Google Chrome 34.0.1847.63 All All All

Application Google Chrome 34.0.1847.64 All All All

Application Google Chrome 34.0.1847.65 All All All

Application Google Chrome 34.0.1847.66 All All All

Application Google Chrome 34.0.1847.67 All All All

Application Google Chrome 34.0.1847.68 All All All

Application Google Chrome 34.0.1847.69 All All All

Application Google Chrome 34.0.1847.7 All All All

Application Google Chrome 34.0.1847.71 All All All

Application Google Chrome 34.0.1847.72 All All All

Application Google Chrome 34.0.1847.73 All All All

Application Google Chrome 34.0.1847.74 All All All

Application Google Chrome 34.0.1847.75 All All All

Application Google Chrome 34.0.1847.76 All All All

Application Google Chrome 34.0.1847.77 All All All

Application Google Chrome 34.0.1847.78 All All All

Application Google Chrome 34.0.1847.79 All All All
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Application Google Chrome 34.0.1847.8 All All All

Application Google Chrome 34.0.1847.80 All All All

Application Google Chrome 34.0.1847.81 All All All

Application Google Chrome 34.0.1847.82 All All All

Application Google Chrome 34.0.1847.83 All All All

Application Google Chrome 34.0.1847.85 All All All

Application Google Chrome 34.0.1847.86 All All All

Application Google Chrome 34.0.1847.87 All All All

Application Google Chrome 34.0.1847.9 All All All

Application Google Chrome 34.0.1847.91 All All All

Application Google Chrome 34.0.1847.92 All All All

Application Google Chrome 34.0.1847.94 All All All

Application Google Chrome 34.0.1847.97 All All All

Application Google Chrome 34.0.1847.98 All All All

Application Google Chrome 34.0.1847.99 All All All

Application Google Chrome All All All All

Application Google Chrome 34.0.1847.130 All All All

Application Google Chrome 34.0.1847.130 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows All All All All
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NEOHAPSIS - Peace of Mind Through Integrity and Insight

Chrome Releases: Stable Channel Update

About the security content of Safari 6.1.4 and Safari 7.0.4 - Apple Support

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

Issue 349903 - chromium - ASSERTION FAILED: !object || (object->isListBox()), UNKNOWN in WebCore::HTMLSelectElement::listBoxDefaultEventHandler - 

Security Advisory SA60372 - Ubuntu update for oxide-qt - Secunia

[blink] Revision 171216

Debian -- Security Information -- DSA-2920-1 chromium-browser

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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