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Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Mac Os X from Apple contain the following
vulnerability:

The PointerCompare function in codegen.cc in Seccomp-BPF, as used
in Google Chrome before 34.0.1847.131 on Windows and OS X and
before 34.0.1847.132 on Linux, does not properly merge blocks, which
might allow remote attackers to bypass intended sandbox restrictions
by leveraging renderer access.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

openSUSE-SU-2014:0669-1: moderate: update
for chromium

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2014:0669

openSUSE-SU-2014:0668-1: moderate: update
for chromium

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2014:0668

Gentoo Linux Documentation -- Chromium:
Multiple vulnerabilities

security.gentoo.org

text/html

 GENTOO GLSA-201408-16

Issue 351103 - chromium -
sandbox::CodeGen::MergeTails (seccomp-bpf)
is unsound for single-successor basic blocks -
An open-source project to help move the web
forward. - Google Project Hosting

code.google.com

text/html

 CONFIRM
code.google.com/p/chromium/issues/detail?
id=351103

Chrome Releases: Stable Channel Update Vendor Advisory  CONFIRM

CVE-2014-1733 has been assigned by  security@google.com to track the vulnerability
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�

https://cve.report/
https://cve.report/CVE-2014-1733/mitre
https://cve.report/CVE-2014-1733/nist
https://cve.report/CVE-2014-1733/cve_org
https://cve.report/CVE-2014-1733.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-updates/2014-05/msg00050.html
http://lists.opensuse.org/opensuse-updates/2014-05/msg00049.html
http://security.gentoo.org/glsa/glsa-201408-16.xml
https://code.google.com/p/chromium/issues/detail?id=351103


Chrome Releases: Stable Channel Update Vendor Advisory

googlechromereleases.blogspot.com

text/html

 CONFIRM
googlechromereleases.blogspot.com/2014/04/stable-
channel-update_24.html

[chrome] Revision 260157 src.chromium.org

text/html

 CONFIRM src.chromium.org/viewvc/chrome?
revision=260157&view=revision

Debian -- Security Information -- DSA-2920-1
chromium-browser

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-2920

Security Advisory SA58301 - Google Chrome
Multiple Vulnerabilities - Secunia

web.archive.org

text/html

 SECUNIA 58301

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Apple Mac Os X All All All All

Operating
System

Apple Mac Os X - All All All

Operating
System

Apple Mac Os X All All All All

Application Google Chrome 34.0.1847.1 All All All

Application Google Chrome 34.0.1847.10 All All All

Application Google Chrome 34.0.1847.100 All All All

Application Google Chrome 34.0.1847.101 All All All

Application Google Chrome 34.0.1847.102 All All All

Application Google Chrome 34.0.1847.103 All All All

Application Google Chrome 34.0.1847.104 All All All

Application Google Chrome 34.0.1847.109 All All All

Application Google Chrome 34.0.1847.111 All All All

Application Google Chrome 34.0.1847.112 All All All

Application Google Chrome 34.0.1847.113 All All All

Application Google Chrome 34.0.1847.114 All All All

Application Google Chrome 34.0.1847.115 All All All

Application Google Chrome 34.0.1847.116 All All All

Application Google Chrome 34.0.1847.118 All All All

Application Google Chrome 34.0.1847.12 All All All
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Application Google Chrome 34.0.1847.120 All All All

Application Google Chrome 34.0.1847.14 All All All

Application Google Chrome 34.0.1847.15 All All All

Application Google Chrome 34.0.1847.2 All All All

Application Google Chrome 34.0.1847.23 All All All

Application Google Chrome 34.0.1847.24 All All All

Application Google Chrome 34.0.1847.25 All All All

Application Google Chrome 34.0.1847.3 All All All

Application Google Chrome 34.0.1847.36 All All All

Application Google Chrome 34.0.1847.37 All All All

Application Google Chrome 34.0.1847.38 All All All

Application Google Chrome 34.0.1847.39 All All All

Application Google Chrome 34.0.1847.4 All All All

Application Google Chrome 34.0.1847.41 All All All

Application Google Chrome 34.0.1847.42 All All All

Application Google Chrome 34.0.1847.43 All All All

Application Google Chrome 34.0.1847.44 All All All

Application Google Chrome 34.0.1847.45 All All All

Application Google Chrome 34.0.1847.46 All All All

Application Google Chrome 34.0.1847.47 All All All

Application Google Chrome 34.0.1847.48 All All All

Application Google Chrome 34.0.1847.49 All All All

Application Google Chrome 34.0.1847.5 All All All

Application Google Chrome 34.0.1847.50 All All All

Application Google Chrome 34.0.1847.51 All All All

Application Google Chrome 34.0.1847.52 All All All

Application Google Chrome 34.0.1847.53 All All All

Application Google Chrome 34.0.1847.54 All All All

Application Google Chrome 34.0.1847.55 All All All

Application Google Chrome 34.0.1847.56 All All All

Application Google Chrome 34.0.1847.57 All All All

Application Google Chrome 34.0.1847.58 All All All

Application Google Chrome 34.0.1847.59 All All All

Application Google Chrome 34.0.1847.6 All All All

Application Google Chrome 34.0.1847.60 All All All

Application Google Chrome 34.0.1847.61 All All All
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Application Google Chrome 34.0.1847.61 All All All

Application Google Chrome 34.0.1847.62 All All All

Application Google Chrome 34.0.1847.63 All All All

Application Google Chrome 34.0.1847.64 All All All

Application Google Chrome 34.0.1847.65 All All All

Application Google Chrome 34.0.1847.66 All All All

Application Google Chrome 34.0.1847.67 All All All

Application Google Chrome 34.0.1847.68 All All All

Application Google Chrome 34.0.1847.69 All All All

Application Google Chrome 34.0.1847.7 All All All

Application Google Chrome 34.0.1847.71 All All All

Application Google Chrome 34.0.1847.72 All All All

Application Google Chrome 34.0.1847.73 All All All

Application Google Chrome 34.0.1847.74 All All All

Application Google Chrome 34.0.1847.75 All All All

Application Google Chrome 34.0.1847.76 All All All

Application Google Chrome 34.0.1847.77 All All All

Application Google Chrome 34.0.1847.78 All All All

Application Google Chrome 34.0.1847.79 All All All

Application Google Chrome 34.0.1847.8 All All All

Application Google Chrome 34.0.1847.80 All All All

Application Google Chrome 34.0.1847.81 All All All

Application Google Chrome 34.0.1847.82 All All All

Application Google Chrome 34.0.1847.83 All All All

Application Google Chrome 34.0.1847.85 All All All

Application Google Chrome 34.0.1847.86 All All All

Application Google Chrome 34.0.1847.87 All All All

Application Google Chrome 34.0.1847.9 All All All

Application Google Chrome 34.0.1847.91 All All All

Application Google Chrome 34.0.1847.92 All All All

Application Google Chrome 34.0.1847.94 All All All

Application Google Chrome 34.0.1847.97 All All All

Application Google Chrome 34.0.1847.98 All All All

Application Google Chrome 34.0.1847.99 All All All

Application Google Chrome 34.0.1847.1 All All All

Application Google Chrome 34.0.1847.10 All All All
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Application Google Chrome 34.0.1847.100 All All All

Application Google Chrome 34.0.1847.101 All All All

Application Google Chrome 34.0.1847.102 All All All

Application Google Chrome 34.0.1847.103 All All All

Application Google Chrome 34.0.1847.104 All All All

Application Google Chrome 34.0.1847.109 All All All

Application Google Chrome 34.0.1847.111 All All All

Application Google Chrome 34.0.1847.112 All All All

Application Google Chrome 34.0.1847.113 All All All

Application Google Chrome 34.0.1847.114 All All All

Application Google Chrome 34.0.1847.115 All All All

Application Google Chrome 34.0.1847.116 All All All

Application Google Chrome 34.0.1847.118 All All All

Application Google Chrome 34.0.1847.12 All All All

Application Google Chrome 34.0.1847.120 All All All

Application Google Chrome 34.0.1847.14 All All All

Application Google Chrome 34.0.1847.15 All All All

Application Google Chrome 34.0.1847.2 All All All

Application Google Chrome 34.0.1847.23 All All All

Application Google Chrome 34.0.1847.24 All All All

Application Google Chrome 34.0.1847.25 All All All

Application Google Chrome 34.0.1847.3 All All All

Application Google Chrome 34.0.1847.36 All All All

Application Google Chrome 34.0.1847.37 All All All

Application Google Chrome 34.0.1847.38 All All All

Application Google Chrome 34.0.1847.39 All All All

Application Google Chrome 34.0.1847.4 All All All

Application Google Chrome 34.0.1847.41 All All All

Application Google Chrome 34.0.1847.42 All All All

Application Google Chrome 34.0.1847.43 All All All

Application Google Chrome 34.0.1847.44 All All All

Application Google Chrome 34.0.1847.45 All All All

Application Google Chrome 34.0.1847.46 All All All

Application Google Chrome 34.0.1847.47 All All All

Application Google Chrome 34.0.1847.48 All All All
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Application Google Chrome 34.0.1847.49 All All All

Application Google Chrome 34.0.1847.5 All All All

Application Google Chrome 34.0.1847.50 All All All

Application Google Chrome 34.0.1847.51 All All All

Application Google Chrome 34.0.1847.52 All All All

Application Google Chrome 34.0.1847.53 All All All

Application Google Chrome 34.0.1847.54 All All All

Application Google Chrome 34.0.1847.55 All All All

Application Google Chrome 34.0.1847.56 All All All

Application Google Chrome 34.0.1847.57 All All All

Application Google Chrome 34.0.1847.58 All All All

Application Google Chrome 34.0.1847.59 All All All

Application Google Chrome 34.0.1847.6 All All All

Application Google Chrome 34.0.1847.60 All All All

Application Google Chrome 34.0.1847.61 All All All

Application Google Chrome 34.0.1847.62 All All All

Application Google Chrome 34.0.1847.63 All All All

Application Google Chrome 34.0.1847.64 All All All

Application Google Chrome 34.0.1847.65 All All All

Application Google Chrome 34.0.1847.66 All All All

Application Google Chrome 34.0.1847.67 All All All

Application Google Chrome 34.0.1847.68 All All All

Application Google Chrome 34.0.1847.69 All All All

Application Google Chrome 34.0.1847.7 All All All

Application Google Chrome 34.0.1847.71 All All All

Application Google Chrome 34.0.1847.72 All All All

Application Google Chrome 34.0.1847.73 All All All

Application Google Chrome 34.0.1847.74 All All All

Application Google Chrome 34.0.1847.75 All All All

Application Google Chrome 34.0.1847.76 All All All

Application Google Chrome 34.0.1847.77 All All All

Application Google Chrome 34.0.1847.78 All All All

Application Google Chrome 34.0.1847.79 All All All

Application Google Chrome 34.0.1847.8 All All All

Application Google Chrome 34.0.1847.80 All All All

Application Google Chrome 34.0.1847.81 All All All
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Application Google Chrome 34.0.1847.81 All All All

Application Google Chrome 34.0.1847.82 All All All

Application Google Chrome 34.0.1847.83 All All All

Application Google Chrome 34.0.1847.85 All All All

Application Google Chrome 34.0.1847.86 All All All

Application Google Chrome 34.0.1847.87 All All All

Application Google Chrome 34.0.1847.9 All All All

Application Google Chrome 34.0.1847.91 All All All

Application Google Chrome 34.0.1847.92 All All All

Application Google Chrome 34.0.1847.94 All All All

Application Google Chrome 34.0.1847.97 All All All

Application Google Chrome 34.0.1847.98 All All All

Application Google Chrome 34.0.1847.99 All All All

Application Google Chrome All All All All

Application Google Chrome 34.0.1847.130 All All All

Application Google Chrome 34.0.1847.130 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating
System

Linux Linux Kernel All All All All

Operating
System

Linux Linux Kernel - All All All

Operating
System

Linux Linux Kernel All All All All

Operating
System

Microsoft Windows All All All All

Operating
System
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