
CVE-2014-1744
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2014-1744

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-21 11:14:00 UTC

Updated 2023-11-07 02:19:00 UTC

Description Integer overflow in the AudioInputRendererHost::OnCreateStream function in content/browser/renderer_host/media/audio_input_renderer_host.cc in Google Chrome before 35.0.1916.114 allows remote attackers to cause a denial of service or possibly have unspecified other impact via vectors that trigger a large shared-memory allocation.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 35.0.1916.0 All All All

Application Google Chrome 35.0.1916.1 All All All

Application Google Chrome 35.0.1916.10 All All All

Application Google Chrome 35.0.1916.101 All All All

Application Google Chrome 35.0.1916.103 All All All

Application Google Chrome 35.0.1916.104 All All All

Application Google Chrome 35.0.1916.105 All All All

Application Google Chrome 35.0.1916.106 All All All

Application Google Chrome 35.0.1916.107 All All All

Application Google Chrome 35.0.1916.108 All All All

Application Google Chrome 35.0.1916.109 All All All

Application Google Chrome 35.0.1916.11 All All All

Application Google Chrome 35.0.1916.110 All All All

Application Google Chrome 35.0.1916.111 All All All

Application Google Chrome 35.0.1916.112 All All All

Application Google Chrome 35.0.1916.13 All All All

Application Google Chrome 35.0.1916.14 All All All
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Application Google Chrome 35.0.1916.14 All All All

Application Google Chrome 35.0.1916.15 All All All

Application Google Chrome 35.0.1916.17 All All All

Application Google Chrome 35.0.1916.18 All All All

Application Google Chrome 35.0.1916.19 All All All

Application Google Chrome 35.0.1916.2 All All All

Application Google Chrome 35.0.1916.20 All All All

Application Google Chrome 35.0.1916.21 All All All

Application Google Chrome 35.0.1916.22 All All All

Application Google Chrome 35.0.1916.23 All All All

Application Google Chrome 35.0.1916.27 All All All

Application Google Chrome 35.0.1916.3 All All All

Application Google Chrome 35.0.1916.31 All All All

Application Google Chrome 35.0.1916.32 All All All

Application Google Chrome 35.0.1916.33 All All All

Application Google Chrome 35.0.1916.34 All All All

Application Google Chrome 35.0.1916.35 All All All

Application Google Chrome 35.0.1916.36 All All All

Application Google Chrome 35.0.1916.37 All All All

Application Google Chrome 35.0.1916.38 All All All

Application Google Chrome 35.0.1916.39 All All All

Application Google Chrome 35.0.1916.4 All All All

Application Google Chrome 35.0.1916.40 All All All

Application Google Chrome 35.0.1916.41 All All All

Application Google Chrome 35.0.1916.42 All All All

Application Google Chrome 35.0.1916.43 All All All

Application Google Chrome 35.0.1916.44 All All All

Application Google Chrome 35.0.1916.45 All All All

Application Google Chrome 35.0.1916.46 All All All

Application Google Chrome 35.0.1916.47 All All All

Application Google Chrome 35.0.1916.48 All All All

Application Google Chrome 35.0.1916.49 All All All

Application Google Chrome 35.0.1916.5 All All All

Application Google Chrome 35.0.1916.51 All All All

Application Google Chrome 35.0.1916.52 All All All

Application Google Chrome 35.0.1916.54 All All All
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Application Google Chrome 35.0.1916.56 All All All

Application Google Chrome 35.0.1916.57 All All All

Application Google Chrome 35.0.1916.59 All All All

Application Google Chrome 35.0.1916.6 All All All

Application Google Chrome 35.0.1916.61 All All All

Application Google Chrome 35.0.1916.68 All All All

Application Google Chrome 35.0.1916.69 All All All

Application Google Chrome 35.0.1916.7 All All All

Application Google Chrome 35.0.1916.71 All All All

Application Google Chrome 35.0.1916.72 All All All

Application Google Chrome 35.0.1916.74 All All All

Application Google Chrome 35.0.1916.77 All All All

Application Google Chrome 35.0.1916.8 All All All

Application Google Chrome 35.0.1916.80 All All All

Application Google Chrome 35.0.1916.82 All All All

Application Google Chrome 35.0.1916.84 All All All

Application Google Chrome 35.0.1916.85 All All All

Application Google Chrome 35.0.1916.86 All All All

Application Google Chrome 35.0.1916.88 All All All

Application Google Chrome 35.0.1916.9 All All All

Application Google Chrome 35.0.1916.90 All All All

Application Google Chrome 35.0.1916.92 All All All

Application Google Chrome 35.0.1916.93 All All All

Application Google Chrome 35.0.1916.95 All All All

Application Google Chrome 35.0.1916.96 All All All

Application Google Chrome 35.0.1916.98 All All All

Application Google Chrome 35.0.1916.99 All All All

Application Google Chrome 35.0.1916.0 All All All

Application Google Chrome 35.0.1916.1 All All All

Application Google Chrome 35.0.1916.10 All All All

Application Google Chrome 35.0.1916.101 All All All

Application Google Chrome 35.0.1916.103 All All All

Application Google Chrome 35.0.1916.104 All All All

Application Google Chrome 35.0.1916.105 All All All

Application Google Chrome 35.0.1916.106 All All All

Application Google Chrome 35.0.1916.107 All All All
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Application Google Chrome 35.0.1916.107 All All All

Application Google Chrome 35.0.1916.108 All All All

Application Google Chrome 35.0.1916.109 All All All

Application Google Chrome 35.0.1916.11 All All All

Application Google Chrome 35.0.1916.110 All All All

Application Google Chrome 35.0.1916.111 All All All

Application Google Chrome 35.0.1916.112 All All All

Application Google Chrome 35.0.1916.13 All All All

Application Google Chrome 35.0.1916.14 All All All

Application Google Chrome 35.0.1916.15 All All All

Application Google Chrome 35.0.1916.17 All All All

Application Google Chrome 35.0.1916.18 All All All

Application Google Chrome 35.0.1916.19 All All All

Application Google Chrome 35.0.1916.2 All All All

Application Google Chrome 35.0.1916.20 All All All

Application Google Chrome 35.0.1916.21 All All All

Application Google Chrome 35.0.1916.22 All All All

Application Google Chrome 35.0.1916.23 All All All

Application Google Chrome 35.0.1916.27 All All All

Application Google Chrome 35.0.1916.3 All All All

Application Google Chrome 35.0.1916.31 All All All

Application Google Chrome 35.0.1916.32 All All All

Application Google Chrome 35.0.1916.33 All All All

Application Google Chrome 35.0.1916.34 All All All

Application Google Chrome 35.0.1916.35 All All All

Application Google Chrome 35.0.1916.36 All All All

Application Google Chrome 35.0.1916.37 All All All

Application Google Chrome 35.0.1916.38 All All All

Application Google Chrome 35.0.1916.39 All All All

Application Google Chrome 35.0.1916.4 All All All

Application Google Chrome 35.0.1916.40 All All All

Application Google Chrome 35.0.1916.41 All All All

Application Google Chrome 35.0.1916.42 All All All

Application Google Chrome 35.0.1916.43 All All All

Application Google Chrome 35.0.1916.44 All All All

Application Google Chrome 35.0.1916.45 All All All
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Application Google Chrome 35.0.1916.46 All All All

Application Google Chrome 35.0.1916.47 All All All

Application Google Chrome 35.0.1916.48 All All All

Application Google Chrome 35.0.1916.49 All All All

Application Google Chrome 35.0.1916.5 All All All

Application Google Chrome 35.0.1916.51 All All All

Application Google Chrome 35.0.1916.52 All All All

Application Google Chrome 35.0.1916.54 All All All

Application Google Chrome 35.0.1916.56 All All All

Application Google Chrome 35.0.1916.57 All All All

Application Google Chrome 35.0.1916.59 All All All

Application Google Chrome 35.0.1916.6 All All All

Application Google Chrome 35.0.1916.61 All All All

Application Google Chrome 35.0.1916.68 All All All

Application Google Chrome 35.0.1916.69 All All All

Application Google Chrome 35.0.1916.7 All All All

Application Google Chrome 35.0.1916.71 All All All

Application Google Chrome 35.0.1916.72 All All All

Application Google Chrome 35.0.1916.74 All All All

Application Google Chrome 35.0.1916.77 All All All

Application Google Chrome 35.0.1916.8 All All All

Application Google Chrome 35.0.1916.80 All All All

Application Google Chrome 35.0.1916.82 All All All

Application Google Chrome 35.0.1916.84 All All All

Application Google Chrome 35.0.1916.85 All All All

Application Google Chrome 35.0.1916.86 All All All

Application Google Chrome 35.0.1916.88 All All All

Application Google Chrome 35.0.1916.9 All All All

Application Google Chrome 35.0.1916.90 All All All

Application Google Chrome 35.0.1916.92 All All All

Application Google Chrome 35.0.1916.93 All All All

Application Google Chrome 35.0.1916.95 All All All

Application Google Chrome 35.0.1916.96 All All All

Application Google Chrome 35.0.1916.98 All All All

Application Google Chrome 35.0.1916.99 All All All
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Application Google Chrome All All All All

References

Reference

Debian -- Security Information -- DSA-2939-1 chromium-browser

Security Advisory SA59155 - SUSE update for chromium - Secunia

Google Chrome Multiple Flaws Let Remote Users Execute Arbitrary Code, Conduct Cross-Site Scripting Attacks, And Spoof the User Interface - SecurityTracker

openSUSE-SU-2014:0783-1: moderate: chromium: Various security fixes

Chrome Releases: Stable Channel Update

Security Advisory SA58920 - Debian update for chromium-browser - Secunia

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

Security Advisory SA60372 - Ubuntu update for oxide-qt - Secunia

Issue 359454 - chromium - Security: Integer overflow allocating shared memory in AudioInputRendererHost::OnCreateStream - An open-source project to help move the web forward. - Google Project Hosting

[chrome] Revision 261549

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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