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AV-NIACMIAUNICNIPIAN Certain versions of Chrome from Google contain the foIIowing
’ vulnerability:

Cross-site scripting (XSS) vulnerability in the
DocumentLoader::maybeCreateArchive function in
core/loader/DocumentLoader.cpp in Blink, as used in Google Chrome
before 35.0.1916.114, allows remote attackers to inject arbitrary web
script or HTML via crafted MHTML content, aka "Universal XSS

(UXSS)."

CVE-2014-1747 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Debian -- Security Information -- DSA-2939-1 (@ DEBIAN DSA-2939
chromium-browser

Security Advisory SA59155 - SUSE update for { SECUNIA 59155
chromium - Secunia

Google Chrome Multiple Flaws Let Remote () SECTRACK 1030270
Users Execute Arbitrary Code, Conduct Cross-

Site Scripting Attacks, And Spoof the User

Interface - SecurityTracker

Gentoo Linux Documentation -- Chromium: D GENTOO GLSA-201408-16

Muiltinle vinilnerahilitiee



https://cve.report/
https://cve.report/CVE-2014-1747/mitre
https://cve.report/CVE-2014-1747/nist
https://cve.report/CVE-2014-1747/cve_org
https://cve.report/CVE-2014-1747.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2014/dsa-2939
https://web.archive.org/web/2014/http://secunia.com/advisories/59155
http://www.securitytracker.com/id/1030270
http://security.gentoo.org/glsa/glsa-201408-16.xml

IUTUMIY Y U s s o

Issue 330663 - chromium - UXSS from a local
MHTML file - An open-source project to help
move the web forward. - Google Project Hosting

Chrome Releases: Stable Channel Update

[blink] Revision 169499

openSUSE-SU-2014:0783-1: moderate:
chromium: Various security fixes

Security Advisory SA58920 - Debian update for
chromium-browser - Secunia

Vendor Advisory
code.google.com
text/html

Vendor Advisory
text/html

googlechromereleases.blogspot.com

src.chromium.org

text/html

lists.opensuse.org

text/html

text/html

() CONFIRM
code.google.com/p/chromium/issues/detail ?
id=330663

& CONFIRM
googlechromereleases.blogspot.com/2014/05/stable-
channel-update_20.html

() CONFIRM src.chromium.org/viewvc/blink?
revision=169499&view=revision

) SUSE openSUSE-SU-2014:0783

»{ SECUNIA 58920

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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L B R Y L R R R L T

cpe:2.3:a:google:chrome:35.0.1916.1: %"

Sk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:35.0.1916.11: " ™

akLk kKK kK,

cpe:2.3:a:google:chrome:35.0.1916.110: """

akLkk kLR Rk,

cpe:2.3:a:google:chrome:35.0.1916.1 11 :*:*:

AkLkk oKLk Kk,

cpe:2.3:a:google:chrome:35.0.1916.112:* """

dkk Lk k Lk akak.

cpe:2.3:a:google:chrome:35.0.1916.13: % "™

Sk Rk Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.14 7 :*****:*:

dkkakak ok akak,

cpe:2.3:a:google:chrome:35.0.1916.19:****:*:*:

KKk KKKk,

cpe:2.3:a:google:chrome:35.0.1916.2:*:* " *:*:

dkkakkakakak.

cpe:2.3:a:google:chrome:35.0.1916.20:*:*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:35.0.1916.27: """

Kk koK kR k.

cpe:2.3:a:google:chrome:35.0.1916.3: """



dkakakakakakak.

cpe:2.3:a:google:chrome:35.0.1916.37: """

dkukakakakakak.

cpe:2.3:a:google:chrome:35.0.1916.38:™:":*:*::*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:35.0.1916.39:™:*:*:*:*:*:*":

cpe:2.3:a:google:chrome:35.0.1916.4: % """

dkakakkkakak.

cpe:2.3:a:google:chrome:35.0.1916.40: " "™

sk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:35.0.1916.41: " ™

dkkakkkakak.

cpe:2.3:a:google:chrome:35.0.1916.42:*:*:* "™

sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.43: " :*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.44 %% ™

dk Lk akukakakak.

cpe:2.3:a:google:chrome:35.0.1916.45: % :*:

dk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.46: % :*:*:

dkk ok kkakuk.

cpe:2.3:a:google:chrome:35.0.1916.47:*:*****:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:35.0.1916.48::*:*:***:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:35.0.1916.49:™:*:*:***:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:35.0.1916.5:*: " *::

Sk Rk kR akak.

cpe:2.3:a:google:chrome:35.0.1916.51:**:***:*:*:



dkukakukakakak.

cpe:2.3:a:google:chrome:35.0.1916.77: "™

cpe:2.3:a:google:chrome:35.0.1916.8: % """

dkkakukakakak.

cpe:2.3:a:google:chrome:35.0.1916.80:™:*:*:*:*:*:*:

dkkakukkakak.

cpe:2.3:a:google:chrome:35.0.1916.82:*:*:*:*:*:*:*:

dkukakukkakuk.

cpe:2.3:a:google:chrome:35.0.1916.84 " *:*:*:

Sk Lk akk Lk akak.

cpe:2.3:a:google:chrome:35.0.1916.85:*:*:*:*:*:*:*:

dk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.86:*:*:*:*:*:*:*:

dkk Lk k Lk akak.

cpe:2.3:a:google:chrome:35.0.1916.88:*:*:*:*:*:*:*:

akk kKKK Lk,

cpe:2.3:a:google:chrome:35.0.1916.9:*: " **:*:

dk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.90:*:*:*:*:*:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.92:*:****:*:*:

Skk ok k Lk akuk.

cpe:2.3:a:google:chrome:35.0.1916.93:*:***:*:*:*:

Sk Lk k Lk akakuk.

cpe:2.3:a:google:chrome:35.0.1916.95::*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:35.0.1916.96:™:*:*:**:*:*:

dkk ok kR akak.

cpe:2.3:a:google:chrome:35.0.1916.99:*:*:*:**:*:*:

Kk koK kKK,

cpe:2.3:a:google:chrome:35.0.1916.0:*: " *:*:

cpe:2.3:a:google:chrome:35.0.1916.1 % "

Kk koK kR k.

cpe:2.3:a:google:chrome:35.0.1916.101 %" "

Kk koK KRk,

cpe:2.3:a:google:chrome:35.0.1916.103: " *:*:

Kk koK kR k.

cpe:2.3:a:google:chrome:35.0.1916.104:*:*::*:*:*:*:



akLk kKK kK,

cpe:2.3:a:google:chrome:35.0.1916.110: " ":*:

AkLk kKK kK,

cpe:2.3:a:google:chrome:35.0.1916.1 11 """

ARk kKK kK,

cpe:2.3:a:google:chrome:35.0.1916.112:*:*:* """

dkakakakakakak.

cpe:2.3:a:google:chrome:35.0.1916.13: """

dkukakkkakak.

cpe:2.3:a:google:chrome:35.0.1916.14 " ™

dk Lk akkkakak.

cpe:2.3:a:google:chrome:35.0.1916.15: " "

dkukakkakakak.

cpe:2.3:a:google:chrome:35.0.1916.17: %" ™

dkk Lk kakakak.

cpe:2.3:a:google:chrome:35.0.1916.19: " :*:*:

akLk kKK kLK,

cpe:2.3:a:google:chrome:35.0.1916.2:*:*: " **:*:

dk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.20:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:35.0.1916.22::*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:35.0.1916.23::*:*:**:*:*:

Sk Lk k kR akak.

cpe:2.3:a:google:chrome:35.0.1916.27::**:**:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:35.0.1916.3:*: " *:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:35.0.1916.31: 7 :**:*:*:



dkukakakakakak.

cpe:2.3:a:google:chrome:35.0.1916.42:*:*:* "

dkakakukakakak.

cpe:2.3:a:google:chrome:35.0.1916.43: """

sk kakakakakak.

cpe:2.3:a:google:chrome:35.0.1916.44 "™

dkakakkakakak.

cpe:2.3:a:google:chrome:35.0.1916.45: """

dkukakkkakak.

cpe:2.3:a:google:chrome:35.0.1916.46:*:*:* "™

dkukak ok kakak.

cpe:2.3:a:google:chrome:35.0.1916.47: %% ™

dkukakkkakak.

cpe:2.3:a:google:chrome:35.0.1916.48:*:*:* "™

dk Lk akkakakak.

cpe:2.3:a:google:chrome:35.0.1916.49: " *:*:

akLk kKK kLK,

cpe:2.3:a:google:chrome:35.0.1916.5:**: " **:*:

dk Lk akkakakak.

cpe:2.3:a:google:chrome:35.0.1916.51 % :*:

dk Lk akkakakak.

cpe:2.3:a:google:chrome:35.0.1916.52:*:*:*:*:*:*:*:

dk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.54 %% :*:*:

Lk Lk k Lk akakak.

cpe:2.3:a:google:chrome:35.0.1916.56:*:**:*:*:*:*:

Lk Lk k kR akak.

cpe:2.3:a:google:chrome:35.0.1916.57:**:*:**:*:*:



cpe:2.3:a:google:chrome:35.0.1916.8: %" "™

cpe:2.3:a:google:chrome:35.0.1916.86:™:":*:*:*:*:":

cpe:2.3:a:google:chrome:35.0.1916.88:™:*:*:*:*:*:":

cpe:2.3:a:google:chrome:35.0.1916.9: "™

cpe:2.3:a:google:chrome:35.0.1916.90:™:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:35.0.1916.92:*:*:**:*:*:*:

cpe:2.3:a:google:chrome:35.0.1916.93: " :*:*:

cpe:2.3:a:google:chrome:35.0.1916.95: " *:*:*:

cpe:2.3:a:google:chrome:35.0.1916.96:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:35.0.1916.98:*:*:**:*:*:*:

cpe:2.3:a:google:chrome:35.0.1916.99:*:***:*:*:*:

cpe:2.3:a:google:chrome:*: ™ :*:*::

No vendor comments have been submitted for this CVE
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