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AVNACUAUNCCICAC Certain versions of Internet Explorer from Microsoft contain the
’ following vulnerability:

Use-after-free vulnerability in Microsoft Internet Explorer 9 through 11
allows remote attackers to execute arbitrary code and bypass a
sandbox protection mechanism via unspecified vectors, as
demonstrated by VUPEN during a Pwn20wn competition at
CanSecWest 2014.

CVE-2014-1763 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity

Low [NONE |
Confidentiality Integrity Availability
Impact Impact Impact
Description Tags Link

Zero Day Initiative na Twitterze: "VUPEN collects another nitter.domain.glass MISC

laptop as |E falls. Microsoft, prepare for validation and text/html twitter.com/thezdi/statuses/443855973673754624
responsible disclosure. Next round 3pm. #pwn2own"

SecurityFocus web.archive.org () BUGTRAQ 20140716 VUPEN Security
text/html Research - Microsoft Internet Explorer CSS
(YAl @import Memory Corruption (Pwn20wn 2014)

Microsoft Internet Explorer Mulitple Flaws Let Remote www.securitytracker.com () SECTRACK 1030532
Users Execute Arbitrary Code and Bypass EV Certificate text/html
Guidelines - Security Tracker

Microsoft Security Bulletin MS14-037 - Critical | Microsoft docs.microsoft.com = MS MS14-037
Docs text/html



https://cve.report/
https://cve.report/CVE-2014-1763/mitre
https://cve.report/CVE-2014-1763/nist
https://cve.report/CVE-2014-1763/cve_org
https://cve.report/CVE-2014-1763.pdf
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://nitter.domain.glass/thezdi/statuses/443855973673754624
https://web.archive.org/web/2014/http://www.securityfocus.com/archive/1/532797/100/0/threaded
http://www.securitytracker.com/id/1030532
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2014/ms14-037

Pwn20wn results for Wednesday (Day One) - PWN20WN @ MISC www.pwn2own.com/2014/03/pwn2own-

results-for-wednesday-day-one/
Security Advisory SA59775 - Microsoft Internet Explorer Y{ SECUNIA 59775
Multiple Vulnerabilities - Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Internet Explorer 10 All All All
Application Microsoft Internet Explorer 11 - All All
Application Microsoft Internet Explorer 9 All All All
Application Microsoft Internet Explorer 10 All All All
Application Microsoft Internet Explorer 11 - All All
Application Microsoft Internet Explorer 9 All All All

cpe:2.3:a:microsoft:internet_explorer:10:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:9:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:10:*:*:*:*:*:*:*:

cpe:2.3:a:microsoftiinternet_explorer:11:-:*:*: """

cpe:2.3:a:microsoftiinternet_explorer:9:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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