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CVE CVE-2014-1767
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-08 22:55:00 UTC
Updated 2019-02-26 14:04:00 UTC
Description Double free vulnerability in the Ancillary Function Driver (AFD) in afd.sys in the kernel-mode drivers in Microsoft Windows £
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Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 7 All spil All All
Operating System Microsoft Windows 7 All sp1 All All
Operating System Microsoft Windows 8 All All All All
Operating System Microsoft Windows 8 All All All All
Operating System Microsoft Windows 8.1 All All All All
Operating System Microsoft Windows 8.1 All All All All
Operating System Microsoft Windows Rt - All All All
Operating System Microsoft Windows Rt - All All All
Operating System Microsoft Windows Rt 8.1 - All All All
Operating System Microsoft Windows Rt 8.1 - All All All
Operating System Microsoft Windows Server 2003 All sp2 All All
Operating System Microsoft Windows Server 2003 All sp2 All All
Operating System Microsoft Windows Server 2008 All sp2 All All
Operating System Microsoft Windows Server 2008 r2 sp1l All All
Operating System Microsoft Windows Server 2008 All sp2 All All
Operating System Microsoft Windows Server 2008 r2 sp1 All All
Operating System Microsoft Windows Server 2012 - All All All
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Microsoft Security Bulletin MS14-040 - Important | Microsoft Docs

Microsoft Windows Ancillary Function Driver CVE-2014-1767 Local Privilege Escalation Vulnerability

Security Advisory SA59778 - Microsoft Windows Ancillary Function Driver (AFD) Double-Free Privilege Escalation Vulnerability - Secunia

Microsoft Windows 7 (x86) - 'afd.sys' Dangling Pointer Privilege Escalation (MS14-040) - Windows_x86 local Exploit

Microsoft Windows 7 (x64) - 'afd.sys' Dangling Pointer Privilege Escalation (MS14-040) - Windows_x86-64 local Exploit
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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