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AVNACMAUSCCICAC Certain versions of Web Applications from Microsoft contain the
’ following vulnerability:

Microsoft Web Applications 2010 SP1 and SP2 allows remote
authenticated users to execute arbitrary code via crafted page content,
aka "Web Applications Page Content Vulnerability."

CVE-2014-1813 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: 8.5-HIGH

Access Access Authentication

Vector Complexity

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Microsoft Security Bulletin MS14-022 - Critical | Microsoft Docs BEMS
MS14-022

Microsoft SharePoint Bugs Let Remote Users Conduct Cross-Site Scripting Attacks and Remote ™

Authenticated Users Execute Arbitrary Code - Security Tracker SECTRACK
1030227

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE


https://cve.report/
https://cve.report/CVE-2014-1813/mitre
https://cve.report/CVE-2014-1813/nist
https://cve.report/CVE-2014-1813/cve_org
https://cve.report/CVE-2014-1813.pdf
http://cve.report/software/microsoft/web_applications
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2014/ms14-022
http://www.securitytracker.com/id/1030227
mailto:%20comment@cve.report

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Web Applications 2010 spi All All
Application Microsoft Web Applications 2010 sp2 All All
Application Microsoft Web Applications 2010 sp1 All All
Application Microsoft Web Applications 2010 sp2 All All

cpe:2.3:a:microsoft:web_applications:2010:sp1:*:*:*: "™

cpe:2.3:a:microsoft:web_applications:2010:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:web_applications:2010:sp2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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