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CVE CVE-2014-1832
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-19 15:59:00 UTC
Updated 2015-02-20 23:58:00 UTC
Description Phusion Passenger 4.0.37 allows local users to write to certain files and directories via a symlink attack on (1) control_proc:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Phusion Passenger All All All All

Reference Source Link

#736958 - ruby-passenger: CVE-2014-1831: insecure use of /tmp - Debian Bug report logs CONFIRM  bugs.debian.org

Bug 1058992 — CVE-2014-1831 CVE-2014-1832 rubygem-passenger: insecure use of temporary fles CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 20 Update: rubygem-passenger-4.0.53-3.fc20 FEDORA lists.fedoraproject.org
oss-security - Re: CVE request: temporary file issue in Passenger rubygem MLIST openwall.com
oss-security - Re: CVE request: temporary file issue in Passenger rubygem MLIST openwall.com

Fix a symlink-related security vulnerability. - phusion/passenger@9442805 - GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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