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Summary

CVE CVE-2014-1836

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-01 14:59:00 UTC

Updated 2015-07-02 17:26:00 UTC

Description Absolute path traversal vulnerability in htdocs/libraries/image-editor/image-edit.php in ImpressCMS before 1.3.6 allows remote attackers to delete arbitrary files via a full pathname in the image_path parameter in a cancel action.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Impresscms Impresscms All All All All

References

Reference

PoC/impresscms-1.3.5.txt at master · pedrib/PoC · GitHub

ImpressCMS Arbitrary File Access And Multiple Cross Site Scripting Vulnerabilities

ImpressCMS Community : ImpressCMS 1.3.6 Final Released - The ImpressCMS Project Announcement - News and Articles : Make a Lasting Impression

Full Disclosure: [CVE-2014-1836] Arbitrary file deletion in ImpressCMS < 1.3.6 and two XSS issues

102770

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994888 PHP (Composer) Security Update for impresscms/impresscms (GHSA-wcj4-ff9m-5r7g)
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