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AVAACLAUNCN AP Certain versions of Restlet Framework from Restlet contain the
following vulnerability:

Restlet Framework 2.1.x before 2.1.7 and 2.x.x before 2.2 RC1, when
using XMLRepresentation or XML serializers, allows attackers to cause
a denial of service via an XML Entity Expansion (XEE) attack.

CVE-2014-1868 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange € XF restlet-framework-cve20141868-
dos(91181)

XEE security enhancements - restlet/restlet-framework-java () CONFIRM github.com/restlet/restlet-

Wiki - GitHub framework-java/wiki/XEE-security-
enhancements

Security Advisory SA56940 - Restlet Framework XML External Y SECUNIA 56940

Entity Processing Vulnerability - Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

983775 Java (maven) Security Update for org.restlet.jse:org.restlet (GHSA-73cqg-fhp3-8rpw)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Restlet Restlet Framework 2.1.0 All All All
Application Restlet Restlet Framework 211 All All All
Application Restlet Restlet Framework 21.2 All All All
Application Restlet Restlet Framework 213 All All All
Application Restlet Restlet Framework 21.4 All All All
Application Restlet Restlet Framework 215 All All All
Application Restlet Restlet Framework 21.6 All All All
Application Restlet Restlet Framework 2.2 milestone1 All All
Application Restlet Restlet Framework 2.2 milestone2 All All
Application Restlet Restlet Framework 2.2 milestone3 All All
Application Restlet Restlet Framework 2.2 milestone4 All All
Application Restlet Restlet Framework 2.2 milestone5 All All
Application Restlet Restlet Framework 2.1.0 All All All
Application Restlet Restlet Framework 211 All All All
Application Restlet Restlet Framework 2.1.2 All All All
Application Restlet Restlet Framework 2.1.3 All All All
Application Restlet Restlet Framework 214 All All All
Application Restlet Restlet Framework 215 All All All
Application Restlet Restlet Framework 2.1.6 All All All
Application Restlet Restlet Framework 2.2 milestone1 All All
Application Restlet Restlet Framework 2.2 milestone2 All All
Application Restlet Restlet Framework 22 milestone3 All All
Application Restlet Restlet Framework 2.2 milestone4 All All
Application Restlet Restlet Framework 22 milestone5 All All
Application Restlet Restlet Framework All milestone6 All All

cpe:2.3:a:restletrestlet_framework:2.1.0:* """

cpe:2.3:a:restlet:restlet_framework:2.1.1:*:*:* %

cpe:2.3:a:restlet:restlet_framework:2.1.2:%:*:*:*

cpe:2.3:a:restlet:restlet_framework:2.1.3:*:*:*:* %
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cpe:2.3:a:restlet:restlet_framework:2.1.4:*:*:*:* %
cpe:2.3:a:restlet:restlet_framework:2.1.5:%:*:*:* %
cpe:2.3:a:restlet:restlet_framework:2.1.6:*:*: " **:*:

Kk kKR k.

cpe:2.3:a:restlet:restlet_framework:2.2:milestonet:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:restlet:restlet_framework:2.2:milestone2:*:*:*:*:*:*:

Kk ak KKk,

cpe:2.3:a:restlet:restlet_framework:2.2:milestone3:*:*:*:*:*:*:

KKk KKk,

cpe:2.3:a:restlet:restlet_framework:2.2:milestone4:*:*:*:*:*:*:

cpe:2.3:a:restlet:restlet_framework:2.1.0:* "
cpe:2.3:a:restlet:restlet_framework:2.1.1:* %
cpe:2.3:a:restlet:restlet_framework:2.1.2:* %
cpe:2.3:a:restlet:restlet_framework:2.1.3: %%
cpe:2.3:a:restlet:restlet_framework:2.1.4:* %%
cpe:2.3:a:restlet:restlet_framework:2.1.5:*:%:" %

cpe:2.3:a:restlet:restlet_framework:2.1.6:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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