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CVE CVE-2014-1874
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-28 06:18:54 UTC
Updated 2026-04-29 01:13:23 UTC
Description The security_context_to_sid_core function in security/selinux/ss/services.c in the Linux kernel before 3.13.4 allows local ust

/ |

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C
EPSS: 0.000550000 probability, percentile 0.171940000 (date 2026-04-29)
Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:L/AC:L/Au:N/C:N/I:N/A:C

i [iv]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2014-1874/mitre
https://cve.report/CVE-2014-1874/nist
https://cve.report/CVE-2014-1874/cve_org
https://cve.report/api/cve/CVE-2014-1874.json
https://cve.report/CVE-2014-1874.pdf

Operating System Canonical Ubuntu Linux 10.04
Operating System Canonical Ubuntu Linux 12.04
Operating System Canonical Ubuntu Linux 12.10
Operating System Canonical Ubuntu Linux 13.10
Operating System Linux Linux Kernel All
Operating System Suse Linux Enterprise Server 10

Vendor Declared Affected Products

All All All
All All All
All All All
All All All
All All All
sp4 All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

linux.oracle.com | ELSA-2014-0771 - kernel security and bug fix update
[security-announce] SUSE-SU-2015:0812-1: important: Security update for
USN-2139-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu

USN-2135-1: Linux kernel (Quantal HWE) vulnerabilities | Ubuntu

Security Advisory SA59262 - Oracle Linux update for kernel - Secunia
USN-2137-1: Linux kernel (Saucy HWE) vulnerabilities | Ubuntu
www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.13.4

Bug 1062356 — CVE-2014-1874 Kernel: SELinux: local denial-of-service
USN-2129-1: Linux kernel (EC2) vulnerabilities | Ubuntu

USN-2140-1: Linux kernel vulnerabilities | Ubuntu

Linux Kernel 'security_context_to_sid_core()' Function Local Denial of Service Vulnerability
USN-2136-1: Linux kernel (Raring HWE) vulnerabilities | Ubuntu
USN-2128-1: Linux kernel vulnerabilities | Ubuntu

SELinux: Fix kernel BUG on empty security contexts. - torvalds/linux@2172fa7 - GitHub
Security Advisory SA59406 - Oracle Linux update for kernel-uek - Secunia
USN-2141-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu

About Secunia Research | Flexera

kernel/git/torvalds/linux.git - Linux kernel source tree

linux.oracle.com | ELSA-2014-3043

oss-security - Re: CVE Request: Linux kernel: SELinux local DoS
USN-2138-1: Linux kernel vulnerabilities | Ubuntu

USN-2134-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu

USN-2133-1: Linux kernel vulnerabilities | Ubuntu

Source
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http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://linux.oracle.com/errata/ELSA-2014-0771.html
http://lists.opensuse.org/opensuse-security-announce/2015-04/msg00020.html
http://www.ubuntu.com/usn/USN-2139-1
http://www.ubuntu.com/usn/USN-2135-1
http://secunia.com/advisories/59262
http://www.ubuntu.com/usn/USN-2137-1
http://www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.13.4
https://bugzilla.redhat.com/show_bug.cgi?id=1062356
http://www.ubuntu.com/usn/USN-2129-1
http://www.ubuntu.com/usn/USN-2140-1
http://www.securityfocus.com/bid/65459
http://www.ubuntu.com/usn/USN-2136-1
http://www.ubuntu.com/usn/USN-2128-1
https://github.com/torvalds/linux/commit/2172fa709ab32ca60e86179dc67d0857be8e2c98
http://secunia.com/advisories/59406
http://www.ubuntu.com/usn/USN-2141-1
http://secunia.com/advisories/59309
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=2172fa709ab32ca60e86179dc67d0857be8e2c98
http://linux.oracle.com/errata/ELSA-2014-3043.html
http://www.openwall.com/lists/oss-security/2014/02/07/2
http://www.ubuntu.com/usn/USN-2138-1
http://www.ubuntu.com/usn/USN-2134-1
http://www.ubuntu.com/usn/USN-2133-1

kernel/git/torvalds/linux.git - Linux kernel source tree MITRE git.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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