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CVE CVE-2014-1875
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-06 23:55:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description The Capture::Tiny module before 0.24 for Perl allows local users to write to arbitrary files via a symlink attack on a tempora

d |

1|

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cspan Capture-tiny 0.20 All All All

Application Cspan Capture-tiny 0.21 All All All

Application Cspan Capture-tiny 0.22 All All All

Application Cspan Capture-tiny All All All All

Application Cspan Capture-tiny 0.20 All All All

Application Cspan Capture-tiny 0.21 All All All

Application Cspan Capture-tiny 0.22 All All All

Reference Source Link

[SECURITY] Fedora 19 Update: perl-Capture-Tiny-0.24-1.fc19 FEDORA lists.fedoraproject.
insecure use of /tmp - Issue #16 - dagolden/Capture-Tiny - GitHub CONFIRM github.com
cpansearch.perl.org/src/DAGOLDEN/Capture-Tiny-0.24/Changes CONFIRM cpansearch.perl.o
102963 OSvVDB osvdb.org
oss-sec: Re: CVE Request: Capture::Tiny: insecure use of /tmp MLIST seclists.org
Security Advisory SA56823 - Perl Capture::Tiny Insecure Temporary File Creation Security Issue - Secunia  SECUNIA  secunia.com

Perl Capture::Tiny 'lib/Capture/Tiny.pm' Insecure Temporary File Creation Vulnerability BID www.securityfocus
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http://cve.report/software/cspan/capture-tiny
http://cve.report/vendor/cspan
http://cve.report/software/cspan/capture-tiny
http://cve.report/vendor/cspan
http://cve.report/software/cspan/capture-tiny
http://lists.fedoraproject.org/pipermail/package-announce/2014-February/128823.html
https://github.com/dagolden/Capture-Tiny/issues/16
http://cpansearch.perl.org/src/DAGOLDEN/Capture-Tiny-0.24/Changes
http://osvdb.org/102963
http://seclists.org/oss-sec/2014/q1/272
http://secunia.com/advisories/56823
http://www.securityfocus.com/bid/65475

close security hole opening semaphore file in /tmp - dagolden/Capture-Tiny@635c9ea - GitHub
IBM X-Force Exchange

[SECURITY] Fedora 20 Update: perl-Capture-Tiny-0.24-1.fc20

#737835 - libcapture-tiny-perl: CVE-2014-1875: insecure use of /tmp - Debian Bug report logs
Bug 1062424 — CVE-2014-1875 perl-Capture-Tiny: insecure temporary file usage

oss-sec: CVE Request: Capture::Tiny: insecure use of /tmp
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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