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AVNACUAUSICNINAC Certain versions of Ycb001 from Y-cam contain the following
’ vulnerability:

Y-Cam camera models SD range YCB003, YCKO003, and YCWO003; S
range YCB004, YCK004, YCWO004; EyeBall YCEBO3; Bullet VGA
YCBLO03 and YCBLBS; Bullet HD 720 YCBLHDS5; Y-cam Classic Range
YCBO002, YCKO002, and YCWO003; and Y-cam Original Range YCBO0O01,
YCWO0O01, running firmware 4.30 and earlier, allow remote
authenticated users to cause a denial of service (reboot) via a malformed (1) path parameter
to en/store_main.asp, (2) item parameter to en/account/accedit.asp, or (3) emailid parameter
to en/smtpclient.asp. NOTE: this issue can be exploited without authentication by leveraging
CVE-2014-1900.

CVE-2014-1901 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication

Vector Complexity

Low

Confidentiality Integrity Availability

Impact Impact Impact

[NONE_ [ NON |
CVE References

Description Tags Link

% MISC www.trustwave.com/Resources/Security-
Advisories/Advisories/TWSL2014-007/?fid=3850

Y-cam Security Fix | Y-cam Solutions Wireless 23 CONFIRM www.y-cam.com/y-cam-security-fix/
Home Security Cameras

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that


https://cve.report/
https://cve.report/CVE-2014-1901/mitre
https://cve.report/CVE-2014-1901/nist
https://cve.report/CVE-2014-1901/cve_org
https://cve.report/CVE-2014-1901.pdf
http://cve.report/software/y-cam/ycb001
http://cve.report/vendor/y-cam
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.trustwave.com/Resources/Security-Advisories/Advisories/TWSL2014-007/?fid=3850
https://web.archive.org/web/2014/http://www.y-cam.com/y-cam-security-fix/

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = [ Y-cam Ycb001 All All All All
Hardware = -0 Y-cam Ycb001 All All All All
Operating Y-cam Ycb001 Firmware 4.30 All All All
System

Operating Y-cam Ycb001 Firmware 4.30 All All All
System

Hardware &= = Y-cam Ycb002 All All All All
Hardware &= = Y-cam Ycb002 All All All All
Operating Y-cam Ycb002 Firmware 4.30 All All All
System

Operating Y-cam Ycb002 Firmware 4.30 All All All
System

Hardware o A Y-cam Ycb003 All All All All
Hardware o A Y-cam Ycb003 All All All All
Operating Y-cam Ycb003 Firmware 4.30 All All All
System

Operating Y-cam Ycb003 Firmware 4.30 All All All
System

Hardware & A Y-cam Ycb004 All All All All
Hardware 5 A Y-cam Ycb004 All All All All
Operating Y-cam Ycb004 Firmware 4.30 All All All
System

Operating Y-cam Ycb004 Firmware 4.30 All All All
System

Hardware = = Y-cam Ycbl03 All All All All
Hardware = >4 Y-cam Ycbl03 All All All All
Operating Y-cam Ycbl03 Firmware 4.30 All All All
System

Operating Y-cam Ycbl03 Firmware 4.30 All All All
System

Hardware &= = Y-cam Ycblb3 All All All All

Hardware &= > Y-cam Ycblb3 All All All All
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Hardware = [ Y-cam Ycw002
Hardware &= [ Y-cam Ycw002
Operating Y-cam Ycw002 Firmware
System

Operating Y-cam Ycw002 Firmware
System

Hardware = [ Y-cam Ycw003
Hardware = [ Y-cam Ycw003
Operating Y-cam Ycw003 Firmware
System

Operating Y-cam Ycw003 Firmware
System

Hardware &= 4 Y-cam Ycw004
Hardware &= = Y-cam Ycw004
Operating Y-cam Ycw004 Firmware
System

Operating Y-cam Ycw004 Firmware
System

Kk koK kKK,

cpe:2.3:0:y-cam:ycb003_firmware:4.30:*:*:*:***:*:

Lk kKK KRRk,

cpe:2.3:hiy-cam:ychb004:*:*:* ** "
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akLk kKKK LKLk,

cpe:2.3:h:y-cam:ycblb3:*: " "

Skakakakakakak.

cpe:2.3:0:y-cam:ycblb3_firmware:4.30:* " *:*:*:

dkukakakakakak.

cpe:2.3:0:y-cam:ycblb3_firmware:4.30:*:* 7 " *:*:

dkkak Lk okakakk,

cpe:2.3:h:y-cam:ycblhdb:*:** "

dkakLk kKR KLk,

cpe:2.3:h:y-cam:yceb03:*:*:*:****::

dkakLk kR kKoK,

cpe:2.3:h:y-cam:yceb03:*:*:*:****::

Lk kKR kLR kLK,

cpe:2.3:hiy-cam:yckQ02: " ™:

Kk ak kKKK,

cpe:2.3:0:y-cam:yck002_firmware:4.30:* " "

Kk koK kKK,

cpe:2.3:0:y-cam:yck003_firmware:4.30:* " " *:*:

Kk kKK kK,

cpe:2.3:0:y-cam:yck003_firmware:4.30:*:***:**:*:

Lk kR koK kR k.

cpe:2.3:hiy-cam:yckQ04 *:** " %"

Lk kK ok kR ok ak,

cpe:2.3:h:y-cam:yck004::*: ="



cpe:2.3:0:y-cam:ycw002_firmware:4.30:":*:*:**:":*:
cpe:2.3:0:y-cam:ycw002_firmware:4.30:*:*:*:**:":*:
cpe:2.3:h:y-cam:ycw003:*: "

cpe:2.3:h:y-cam:ycwQ03:*: "

cpe:2.3:0:y-cam:ycw003_firmware:4.30:*:*:***:*:*:
cpe:2.3:hiy-cam:ycw004 " "™
cpe:2.3:hiy-cam:ycw004 " "™

cpe:2.3:0:y-cam:ycw004_firmware:4.30:*: """

No vendor comments have been submitted for this CVE
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