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Summary

CVE CVE-2014-1909

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-14 00:55:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Integer signedness error in system/core/adb/adb_client.c in Android Debug Bridge (ADB) for Android 4.4 in the Android SDK Platform Tools 18.0.1 allows ADB servers to execute arbitrary code via a negative length value, which bypasses a signed comparison and triggers a stack-based buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Android Debug Bridge - All All All

Application Google Android Debug Bridge - All All All

Application Google Android Sdk Platform Tools 18.0.1 All All All

Application Google Android Sdk Platform Tools 18.0.1 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

References

Reference Source Link

openSUSE-SU-2014:0637-1: moderate: update for android-tools SUSE lists.opensuse.org

Android SDK Platform Tool Signedness Error Stack Buffer Overflow Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

openSUSE-SU-2014:0636-1: moderate: update for android-tools SUSE lists.opensuse.org

oss-sec: Re: CVE Request: Multiple security issues in Android Debug Bridge (Android SDK Tools) MLIST seclists.org

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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