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CVE CVE-2014-1932
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-17 14:55:00 UTC
Updated 2017-07-01 01:29:00 UTC

Description The (1) load_djpeg function in JpeglmagePlugin.py, (2) Ghostscript function in EpsimagePlugin.py, (3) load function in Iptcl
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Python Pillow All All All All

Application Pythonware Python Imaging Library All All All All

Reference Source
Python Imaging Library Multiple Insecure Temporary File Creation Vulnerabilities BID
oss-security - Re: CVE requests: Pacemaker, Python Imaging Library, eyeD3, 9base, rc, Gamera, RPLY - insecure use of /tmp  MLIST
Removed tempfile.mktemp, fixes CVE-2014-1932 CVE-2014-1933, debian bu... - python-pillow/Pillow@4e9f367 - GitHub CONFIRM
Pillow: Multiple vulnerabilities (GLSA 201612-52) — Gentoo security GENTOO
#737059 - python-pil: CVE-2014-1932 CVE-2014-1933 - Debian Bug report logs CONFIRM
openSUSE-SU-2014:0591-1: python-imaging: Fix for temporary file race con SUSE
USN-2168-1: Python Imaging Library vulnerabilities | Ubuntu UBUNTU
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

356406 Amazon Linux Security Advisory for python-pillow : ALAS2-2023-2286

994910 Python (Pip) Security Update for pillow (GHSA-x895-2wrm-hvp7)
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