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Summary

CVE CVE-2014-1947

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-17 21:15:00 UTC

Updated 2020-02-21 15:19:00 UTC

Description Stack-based buffer overflow in the WritePSDImage function in coders/psd.c in ImageMagick 6.5.4 and earlier allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via a large number of layers in a PSD image, involving the L%02ld string, a different vulnerability than CVE-2014-2030.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick All All All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All

References

Reference Source Link

oss-security - information on "ImageMagick PSD Images Processing RLE Decoding Buffer Overflow Vulnerability" MISC www.openwall.com

oss-security - Re: information on "ImageMagick PSD Images Processing RLE Decoding Buffer Overflow Vulnerability" MISC www.openwall.com

SUSE-SU-2014:0359-1 MISC www.suse.com

oss-security - Re: information on "ImageMagick PSD Images Processing RLE Decoding Buffer Overflow Vulnerability" MISC www.openwall.com

1064098 – (CVE-2014-1947) CVE-2014-1947 ImageMagick: PSD writing layer name buffer overflow ("L%02ld") MISC bugzilla.redhat.com

https://cve.report/
https://cve.report/CVE-2014-1947/mitre
https://cve.report/CVE-2014-1947/nist
https://cve.report/CVE-2014-1947/cve_org
https://cve.report/api/cve/CVE-2014-1947.json
https://cve.report/CVE-2014-1947.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_software_development_kit
http://www.openwall.com/lists/oss-security/2014/02/12/2
http://www.openwall.com/lists/oss-security/2014/02/13/2
https://www.suse.com/support/update/announcement/2014/suse-su-20140359-1.html
http://www.openwall.com/lists/oss-security/2014/02/13/5
https://bugzilla.redhat.com/show_bug.cgi?id=1064098


oss-security - Re: information on "ImageMagick PSD Images Processing RLE Decoding Buffer Overflow Vulnerability" MISC www.openwall.com

oss-security - Re: information on "ImageMagick PSD Images Processing RLE Decoding Buffer Overflow Vulnerability" MISC www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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