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CVE CVE-2014-1948
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-14 15:55:00 UTC
Updated 2014-03-08 05:13:00 UTC

Description OpenStack Image Registry and Delivery Service (Glance) 2013.2 through 2013.2.1 and Icehouse before icehouse-2 logs a
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/ |

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Image Registry And Delivery Service Glance 2013.2 All All All

Application Openstack Image Registry And Delivery Service Glance 2013.2.1 All All All

Application Openstack Image Registry And Delivery Service Glance 2013.2 All All All

Application Openstack Image Registry And Delivery Service Glance 2013.2.1 All All All

Application Openstack Image Registry And Delivery Service Glance 2013.2 All All All

Application Openstack Image Registry And Delivery Service Glance 2013.2.1 All All All
References |

Reference Source Link

Bug #1275062 “[OSSA 2014-004] sensitive info in image location i...” : Bugs : Glance CONFIRM  bugs.launchpad.r

OpenStack Glance Information Disclosure Vulnerability BID www.securityfoct

Security Advisory SA56419 - OpenStack Glance Store Backend Credentials Disclosure Weakness - Secunia  SECUNIA  secunia.com

Red Hat Customer Portal REDHAT  rhn.redhat.com
oss-security - [OSSA 2014-004] Glance Swift store backend password leak (CVE-2014-1948) MLIST www.openwall.cc
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/CVE-2014-1948/mitre
https://cve.report/CVE-2014-1948/nist
https://cve.report/CVE-2014-1948/cve_org
https://cve.report/api/cve/CVE-2014-1948.json
https://cve.report/CVE-2014-1948.pdf
http://cve.report/vendor/openstack
http://cve.report/software/openstack/image_registry_and_delivery_service_glance
http://cve.report/vendor/openstack
http://cve.report/software/openstack/image_registry_and_delivery_service_glance
http://cve.report/vendor/openstack
http://cve.report/software/openstack/image_registry_and_delivery_service_glance
http://cve.report/vendor/openstack
http://cve.report/software/openstack/image_registry_and_delivery_service_glance
http://cve.report/vendor/openstack
http://cve.report/software/openstack/image_registry_and_delivery_service_glance
http://cve.report/vendor/openstack
http://cve.report/software/openstack/image_registry_and_delivery_service_glance
https://bugs.launchpad.net/glance/+bug/1275062
http://www.securityfocus.com/bid/65507
http://secunia.com/advisories/56419
http://rhn.redhat.com/errata/RHSA-2014-0229.html
http://www.openwall.com/lists/oss-security/2014/02/12/18
https://www.cve.org/CVERecord?id=CVE-2014-1948
https://nvd.nist.gov/vuln/detail/CVE-2014-1948

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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