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Summary

CVE CVE-2014-1982

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-31 14:58:00 UTC

Updated 2014-03-31 17:57:00 UTC

Description The administrative interface in Allied Telesis AT-RG634A ADSL Broadband router 3.3+, iMG624A firmware 3.5, iMG616LH firmware 2.4, and iMG646BD firmware 3.5 allows remote attackers to gain privileges and execute arbitrary commands via a direct request to cli.html.

Risk And Classification

Problem Types: CWE-287 | CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Alliedtelesis At-rg634a - All All All

Hardware Alliedtelesis At-rg634a - All All All

Operating System Alliedtelesis At-rg634a Firmware 3.3+ All All All

Operating System Alliedtelesis At-rg634a Firmware 3.3\+ All All All

Operating System Alliedtelesis At-rg634a Firmware 3.3\+ All All All

Hardware Alliedtelesis Img616lh - All All All

Hardware Alliedtelesis Img616lh - All All All

Operating System Alliedtelesis Img616lh Firmware +2.4 All All All

Operating System Alliedtelesis Img616lh Firmware \+2.4 All All All

Operating System Alliedtelesis Img616lh Firmware \+2.4 All All All

Hardware Alliedtelesis Img624a - All All All

Hardware Alliedtelesis Img624a - All All All

Operating System Alliedtelesis Img624a Firmware 3.5 All All All

Operating System Alliedtelesis Img624a Firmware 3.5 All All All

Hardware Alliedtelesis Img646bd - All All All

Hardware Alliedtelesis Img646bd - All All All

Operating System Alliedtelesis Img646bd Firmware 3.5 All All All
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Operating System Alliedtelesis Img646bd Firmware 3.5 All All All

Operating System Alliedtelesis Img646bd Firmware 3.5 All All All

References

Reference Source

Allied Telesis AT-RG634A ADSL Broadband Router - Unauthenticated Webshell EXPLOIT-DB

Full Disclosure: [GTA-2014-01] - Allied Telesis AT-RG634A ADSL Broadband router hidden administrative unauthenticated webshell. FULLDISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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