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CVE CVE-2014-2027
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2015-03-31 14:59:00 UTC
Updated 2017-11-14 02:29:00 UTC
Description eGroupware before 1.8.006.20140217 allows remote attackers to conduct PHP object injection attacks, delete arbitrary fileg
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Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Egroupware Egroupware All All All

Language

All

References

Reference Source
Support / Security / Advisories / / MDVSA-2015:087 | Mandriva MANDRIVA
oss-security - Re: CVE request: remote code execution in egroupware <= 1.8.005 MLIST
eGroupWare: Remote code execution (GLSA 201711-12) — Gentoo security GENTOO
EGroupware Enterprise Collaboration - Browse Files at SourceForge.net CONFIRM
oss-security - Re: CVE request: remote code execution in egroupware <= 1.8.005 MLIST

Mageia Advisory: MGASA-2014-0116 - Updated egroupware package fixes security vulnerability = CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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Link Tag
www.mandriva.com
openwall.com
security.gentoo.org
sourceforge.net
openwall.com Pat
advisories.mageia.org
WWwWWw.Cve.org car

nvd.nist.gov car
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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