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Summary

CVE CVE-2014-2044

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-06 23:55:00 UTC

Updated 2018-10-09 19:43:00 UTC

Description Incomplete blacklist vulnerability in ajax/upload.php in ownCloud before 5.0, when running on Windows, allows remote authenticated users to bypass intended access restrictions, upload files with arbitrary names, and execute arbitrary code via an Alternate Data Stream (ADS) syntax in the filename parameter, as demonstrated using .htaccess::$DATA to upload a PHP program.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Owncloud Owncloud 3.0.0 All All All

Application Owncloud Owncloud 3.0.1 All All All

Application Owncloud Owncloud 3.0.2 All All All

Application Owncloud Owncloud 3.0.3 All All All

Application Owncloud Owncloud 4.0.0 All All All

Application Owncloud Owncloud 4.0.1 All All All

Application Owncloud Owncloud 4.0.10 All All All

Application Owncloud Owncloud 4.0.11 All All All

Application Owncloud Owncloud 4.0.12 All All All

Application Owncloud Owncloud 4.0.13 All All All

Application Owncloud Owncloud 4.0.14 All All All

Application Owncloud Owncloud 4.0.15 All All All

Application Owncloud Owncloud 4.0.16 All All All

Application Owncloud Owncloud 4.0.2 All All All

Application Owncloud Owncloud 4.0.3 All All All

Application Owncloud Owncloud 4.0.4 All All All

Application Owncloud Owncloud 4.0.5 All All All
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Application Owncloud Owncloud 4.0.5 All All All

Application Owncloud Owncloud 4.0.6 All All All

Application Owncloud Owncloud 4.0.7 All All All

Application Owncloud Owncloud 4.0.8 All All All

Application Owncloud Owncloud 4.0.9 All All All

Application Owncloud Owncloud 4.5.0 All All All

Application Owncloud Owncloud 4.5.1 All All All

Application Owncloud Owncloud 4.5.10 All All All

Application Owncloud Owncloud 4.5.11 All All All

Application Owncloud Owncloud 4.5.12 All All All

Application Owncloud Owncloud 4.5.2 All All All

Application Owncloud Owncloud 4.5.3 All All All

Application Owncloud Owncloud 4.5.4 All All All

Application Owncloud Owncloud 4.5.5 All All All

Application Owncloud Owncloud 4.5.6 All All All

Application Owncloud Owncloud 4.5.7 All All All

Application Owncloud Owncloud 4.5.8 All All All

Application Owncloud Owncloud 4.5.9 All All All

Application Owncloud Owncloud 3.0.0 All All All

Application Owncloud Owncloud 3.0.1 All All All

Application Owncloud Owncloud 3.0.2 All All All

Application Owncloud Owncloud 3.0.3 All All All

Application Owncloud Owncloud 4.0.0 All All All

Application Owncloud Owncloud 4.0.1 All All All

Application Owncloud Owncloud 4.0.10 All All All

Application Owncloud Owncloud 4.0.11 All All All

Application Owncloud Owncloud 4.0.12 All All All

Application Owncloud Owncloud 4.0.13 All All All

Application Owncloud Owncloud 4.0.14 All All All

Application Owncloud Owncloud 4.0.15 All All All

Application Owncloud Owncloud 4.0.16 All All All

Application Owncloud Owncloud 4.0.2 All All All

Application Owncloud Owncloud 4.0.3 All All All

Application Owncloud Owncloud 4.0.4 All All All

Application Owncloud Owncloud 4.0.5 All All All

Application Owncloud Owncloud 4.0.6 All All All
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Application Owncloud Owncloud 4.0.7 All All All

Application Owncloud Owncloud 4.0.8 All All All

Application Owncloud Owncloud 4.0.9 All All All

Application Owncloud Owncloud 4.5.0 All All All

Application Owncloud Owncloud 4.5.1 All All All

Application Owncloud Owncloud 4.5.10 All All All

Application Owncloud Owncloud 4.5.11 All All All

Application Owncloud Owncloud 4.5.12 All All All

Application Owncloud Owncloud 4.5.2 All All All

Application Owncloud Owncloud 4.5.3 All All All

Application Owncloud Owncloud 4.5.4 All All All

Application Owncloud Owncloud 4.5.5 All All All

Application Owncloud Owncloud 4.5.6 All All All

Application Owncloud Owncloud 4.5.7 All All All

Application Owncloud Owncloud 4.5.8 All All All

Application Owncloud Owncloud 4.5.9 All All All

Application Owncloud Owncloud All All All All

References

Reference Source Link

ownCloud 4.0.x / 4.5.x Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Security Advisory SA57267 - ownCloud Windows ADS File Upload Security Bypass Vulnerability - Secunia SECUNIA secunia.com

ownCloud 4.0.x, 4.5.x (upload.php, filename param) - Remote Code Execution EXPLOIT-DB www.exploit-db.com

104082 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

CVE-2014-2044 - Portcullis MISC www.portcullis-security.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Full Disclosure: CVE-2014-2044 - Remote Code Execution in ownCloud FULLDISC seclists.org

ownCloud 'filename' Parameter Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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