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Summary

CVE CVE-2014-2045

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-20 15:59:00 UTC

Updated 2018-10-09 19:43:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in the old and new interfaces in Viprinet Multichannel VPN Router 300 allow remote attackers to inject arbitrary web script or HTML via the username when (1) logging in or (2) creating an account in the old interface, (3) username when creating an account in the new interface, (4) hostname in the old interface, (5) inspect parameter in the config module, (6) commands parameter in the atcommands tool, or (7) host parameter in the ping tool.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Viprinet Multichannel Vpn Router 300 - All All All

Hardware Viprinet Multichannel Vpn Router 300 - All All All

Operating System Viprinet Multichannel Vpn Router 300 Firmware 2013070830 All All All

Operating System Viprinet Multichannel Vpn Router 300 Firmware 2013080900 All All All

Operating System Viprinet Multichannel Vpn Router 300 Firmware 2013070830 All All All

Operating System Viprinet Multichannel Vpn Router 300 Firmware 2013080900 All All All

References

Reference Source Link Tags

CVE-2014-2045 | Multiple Instances Of XSS In Viprinet Multichannel VPN Router 300 MISC www.portcullis-security.com Exploit, Third Party Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

Viprinet Multichannel VPN Router 300 - Persistent Cross-Site Scripting EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Full Disclosure: Security Advisories FULLDISC seclists.org Mailing List, Third Party Advisory

Viprinet Multichannel VPN Router 300 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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